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Bgl_jg_l� dZd� ljZgkgZpbhgZevgZy� k_l_\Zy� bgnjZkljmdlmjZ� y\ey_lky� k_]h^gy� hkgh\ghc

bgnhjfZpbhggh�ijh\h^ys_c�kj_^hc�^ey�ohayckl\_ggh]h�dhfie_dkZ�b�wdhghfbdb�fgh]bo�]hkm^Zjkl\

fbjZ [1,2]�� <f_kl_� k� h]jhfgufb� ^hklb`_gbyfb� n_ghf_g� Bgl_jg_l� ihjh^be� b� p_euc� jy^� ijh[e_f

aZdhgh^Zl_evgh]h�� Z^fbgbkljZlb\gh]h�� l_ogbq_kdh]h� b� l_ogheh]bq_kdh]h� oZjZdl_jZ�� hl� jZaj_r_gby

dhlhjuo�\h�fgh]hf�aZ\bkbl�khpbhl_ogheh]bq_kdbc�nmg^Zf_gl�[m^ms_]h�h[s_kl\Z [2,3]��<�lZdhf�beb�

dZd� _]h� gZau\Zxl� BgnhjfZpbhgghf� H[s_kl\_�� bgnhjfZpby� [m^_l� g_� lhevdh� bkoh^ghc� ihkuedhc�

h[t_dlhf��bgkljmf_glhf�ihagZgby��gh�b�h^ghc�ba�]eZ\guo�p_e_c�q_eh\_q_kdhc�^_yl_evghklb�

<� gZklhys__� \j_fy� ZdlmZevghc� b� \Z`ghc� ^ey� Bgl_jg_l� y\ey_lky� ijh[e_fZ� aZsbs_gghklb

kljmdlmj� hl^_evguo� k_l_c� \� Bgl_jg_l�� bo� bgnhjfZpbhgguo� j_kmjkh\� dZd� hl� ij_^gZf_j_gguo

g_kZgdpbhgbjh\Zgguo� beb� ijhlb\hijZ\guo� ^_ckl\bc�� lZd� b� hl ^_ckl\bc� g_aehmfure_gguo�� \� lhf

qbke_�b�hl�ijbjh^guo�y\e_gbc��WlZ�ijh[e_fZ�klZ\bl�p_euc�jy^�gh\uo�aZ^Zq��GZklhys__�khh[s_gb_

ihk\ys_gh� h[km`^_gbx� lZdbo� aZ^Zq�� baeh`_gbx� h[sbo� ih^oh^h\� d� bo� j_r_gbx�� hibkZgbx

f_oZgbafh\�b�bgkljmf_glZevguo�kj_^kl\��dhlhju_�fh]ml�[ulv�bkihevah\Zgu�beb�m`_�j_Zebamxlky�gZ

ijZdlbd_�

Jhkkbckdbc�k_]f_gl�\�fbjh\hf�Bgl_jg_l

JZa\blb_� Bgl_jg_l� dZd� ljZgkgZpbhgZevghc� k_l_\hc� bgnjZkljmdlmju� ihjh^beh� jy^� hq_gv

keh`guo� ijh[e_f�� <� gZqZe_� ���o�� dh]^Z� aZjh`^ZeZkv� ijhlhdhevgZy� [ZaZ� Bgl_jg_l�� ljm^gh� [ueh

ij_^iheh`blv�� qlh� K_lv� K_l_c� [m^_l� h[t_^bgylv� ���� kljZg� fbjZ� b� [he__� ���� feg� k_l_\uo

dhfivxl_jh\��ijh^he`Zy�klhev�`_�klj_fbl_evgh�jZkrbjylvky�[3]��Fgh]b_�ba�ihlj_[ghkl_c�[m^ms_]h

g_� fh]eb� [ulv� ij_^mkfhlj_gu� ljZ^bpbhgguf� kl_dhf� bgl_jg_l�ijhlhdheh\�� <� kbem� wlbo� ijbqbg� gZ

ih\_kld_� ^gy� k_]h^gy� hkljh� klhyl� ijh[e_fu� bkq_jiZgby� Z^j_kgh]h� ijhkljZgkl\Z�� _]h� fh[bevghklv�

\hafh`ghklb�fZjrjmlbaZlhjh\�ij_^hl\jZlblv�©ljhf[uª�gZ�fZ]bkljZevguo�dZgZeZo�

^ey� lh]h�� qlh[u� h[_ki_qblv� g_h[oh^bfu_� kdhjhklb� h[jZ[hldb� k_l_\uo� iZd_lh\�� ijh[e_fu� dZq_kl\Z

i_j_^Zqb� ^ey� fmevlbf_^bZ�kbkl_f�� ;hevrb_� ljm^ghklb� � k\yaZgu� k� j_ZebaZpb_c� f_oZgbafh\

bgnhjfZpbhgghc�[_ahiZkghklb��aZsblhc�^Zgguo�b�k_l_\hc�bgnjZkljmdlmju��LZdZy�haZ[hq_gghklv�g_

y\ey_lky�ijZa^ghc�^ey�Bgl_jg_l��\�dhlhjhf�khkj_^hlhq_gh�h]jhfgh_�dhebq_kl\h�bbgnhjfZpbb��\�lhf

qbke_� dhgnb^_gpbZevghc�� ^hklmi� d� dhlhjhc� y\ey_lky� gZjmr_gb_f� ijZ\� hl^_evghc� ebqghklb�

hj]ZgbaZpbb� beb� \_^hfkl\Z�� K_]h^gy� fu� \k_� qZs_� y\ey_fky� k\b^_l_eyfb� lh]h�� qlh� k_l_\u_

l_ogheh]bb�bkihevamxlky�\�ij_klmiguo�p_eyo�

Wlb� b� jy^� ^jm]bo� \Z`guo� ijh[e_f� ±� wlh� \uah\� kh\j_f_gguf� k_lyf�� dhffmgbdZpbhgguf� b

bgnhjfZpbhgguf�l_ogheh]byf��dhlhju_�hgb�ih^^_j`b\Zxl��Ih^�m]jhahc�ljZgkgZpbhgZevgZy�k_l_\Zy

bgnjZkljmdlmjZ�� dhlhjZy� k_]h^gy� ©^_�nZdlhª� y\ey_lky� djh\_ghkghc� kbkl_fhc� fbjh\hc� wdhghfbdb�

<f_kl_�k�l_f�wlh�gh\u_�p_eb�b�gh\h_�i_jki_dlb\gh_�ihe_�^_yl_evghklb��\�i_j\mx�hq_j_^v��^ey�gZmdb

b� h[jZah\Zgby�� <� gZklhys__� \j_fy� Zdlb\gZy� jZ[hlZ� \� wlhf� gZijZ\e_gbb� ijh\h^blky� gZ

bkke_^h\Zl_evkdbo� iheb]hgZo� �HP–R&E networks – High Performance Research and Educational
networks) fgh]bo� kljZg� fbjZ [4]�� LZdb_� k_lb�� ih^^_j`b\Zxsb_� l_ogheh]bb� ke_^mxs_]h� ihdhe_gby

kha^Zxlky�gZ�[Za_�gZpbhgZevghc�k_l_\hc�kj_^u� �Abilene/Internet-2, vBNS, NREN (KR:���Super Janet
�:g]eby��� Renater �NjZgpby�� b� h[t_^bgyxlky� \� ljZkgZpbhgZevgu_� h[jZah\Zgby� �Nordunet, GEANT
�?\jhiZ���APAN (:aby).
�����:gZeh]bqgu_�bkke_^h\Zgby�\�Jhkkbb�\_^mlky�k������]h^Z�\�jZfdZo�F_`\_^hfkl�\_gghc�ijh]jZffu

�Kha^Zgb_� gZpbhgZevghc� k_lb� dhfivxl_jguo� l_e_dhffmgbdZpbc� ^ey� gZmdb� b� \ukr_c� rdheu�� <hl

lhevdh�i_j_q_gv�hl^_evguo� �gZijZ\e_gbc�lZdhc�^_yl_evghklb��]^_�jhkkbckdb_�bkke_^h\Zl_eb�bf_xl

ijZdlbq_kdb_�j_amevlZlu�[2,5-7]:
- \ukhdhijhba\h^bl_evgu_�bgl_]jbjh\Zggu_�bgnhjfZpbhggu_�kbkl_fu�b�k_lb�

- ijh[e_fu�kha^Zgby�jZkij_^_e_gguo�k_l_\uo�ijbeh`_gbc�gZ�]_l_jh]_gghc�kj_^_;
- bgnhjfZpbhggZy�[_ahiZkghklv�\�hldjuluo�IP��k_lyo;
- k_l_\u_�fmevlbf_^bZ�kbkl_fu�\�h[jZah\Zgbb�b�gZmqguo�bkke_^h\Zgbyo;
- f_lh^heh]by� fhgblhjbg]Z� djmiguo� k_l_\uo� kljmdlmj�� \� lhf� qbke_� hkgh\guo� iZjZf_ljh\

jhkkbckdh]h�k_]f_glZ�Bgl_jg_l�



GZ� hkgh\Zgbb� j_amevlZlh\� bkke_^h\Zgbc� ih� ihke_^g_fm� ba� gZijZ\e_gbc� ijb\_^m� hkgh\gu_

l_g^_gpbb�jZa\blby�Bgl_jg_l�\�Jhkkbb�

�� GZ� k_j_^bgm� ����� ]�� h[s__� qbkeh� k_l_\uo� dhfivxl_jh\� \� jhkkbckdhf� k_]f_gl_� Bgl_jg_l

ij_\urZ_l� ���� lukyq�� ba� gbo� ���� ih^^_j`b\Zxl� dhff_jq_kdbc�� Z� ���� �� gZmqgh�h[jZah\Zl_evguc

k_dlhj�

��Jhkkbckdbc�Bgl_jg_l�h[kem`b\Z_l�[he__�����ihklZ\sbdh\�k_l_\h]h�k_j\bkZ��Internet Service
Provider – ISP), ahgZ�^_ckl\by�dhlhjuo�ihdju\Z_l�\kx�l_jjblhjbx�kljZgu�

��Jhkl�dZgZevguo�_fdhkl_c�\�=eh[Zevguc�Bgl_jg_l�k������]h^Z�b^_l�wdkihg_gpbZevgh�

��L_fiu�b�l_g^_gpbb�jZa\blby�hihjgh�ljZgkihjlghc�kj_^u�\�Jhkkbb�khhl\_lkl\mxl�fbjh\uf�

Ohly� ih�ij_`g_fm� khojZgyxlky� ^bkijhihjpbb� f_`^m� p_gljZevgufb� �Fhkd\Z�� KZgdl�I_l_j[mj]�� b

[he__�m^Ze_ggufb�j_]bhgZfb��Z�lZd`_�f_`^m�h[eZklgufb��jZchggufb�p_gljZfb�b�hkh[_ggh�k_evkdhc

f_klghklvx�

K_]h^gy�k�iheguf�hkgh\Zgb_f�fh`gh�dhgklZlbjh\Zlv��qlh�jhkkbckdbc�k_]f_gl�Bgl_jg_l�klZe

h^gbf� ba� nZdlhjh\�� Zdlb\gh� \ebyxsbo� gZ� gZpbhgZevguc� ohayckl\_gguc�� ijhfure_gguc�� gZmqgh�

l_ogbq_kdbc�dhfie_dk��^jm]b_�kn_ju�^_yl_evghklb�b�wdhghfbdm�kljZgu�\�p_ehf��Wlh�h[klhyl_evkl\h

y\ey_lky� h^ghc� ba� ]eZ\guo� ijbqbg�� aZklZ\eyxsbo� h[jZsZlv� ijbklZevgh_� \gbfZgb_� gZ

l_ogheh]bq_kdb_� \uah\u�� dhlhju_� klZ\bl� Bgl_jg_l� i_j_^� h[s_kl\hf�� <� gZklhys__� \j_fy� lZdhc

iheb]hg�gZ�l_ogheh]byo�gh\h]h�ihdhe_gby�kha^Z_lky�\�Jhkkbb��?]h�hkgh\m�khklZ\ey_l�gZpbhgZevgZy

\ukhdhijhba\h^bl_evgZy� bkke_^h\Zl_evkdZy� k_lv�� kha^Z\Z_fZy� k� ����� ]h^Z� \� jZfdZo� jhkkbckdh�

Zf_jbdZgkdh]h�ijh_dlZ�Mirnet [4].�AZf_qm��qlh�agZqbl_evgZy�qZklv�djmiguo�f_`^mgZjh^guo�gZmqguo

ijh_dlh\�� \� lhf� qbke_� \� h[eZklb� bgnhjfZlbdb� b� � l_e_fZlbdb� \uihegy_lky� \� ihke_^gb_� ]h^u� gZ

bgnjZkljmdlmj_�wlhc�k_lb�[2].
LZdbf�h[jZahf��Bgl_jg_l�\�Jhkkbb�dZd�gZ�ljZ^bpbhgghc�l_ogheh]bq_kdhc�[Za_��lZd�b�gZ�gh\uo

l_ogheh]byo�� bf__l� \� gZklhys__� \j_fy� \k_� Zljb[mlu� ZgZeh]bqguo� gZpbhgZevguo� k_]f_glh\� ^jm]bo

kljZg�fbjZ�

BgnhjfZpbhggZy�[_ahiZkghklv�±�ijh[e_fZ�bgl_jgZpbhgZevgZy�

IjhgbdZy� \h� \k_� kn_ju� `bag_^_yl_evghklb� hl^_evguo� ]hkm^Zjkl\�� kihkh[kl\my� h[t_dlb\gh

ijhl_dZxsbf� \� fbj_� ijhp_kkZf� ]eh[ZebaZpbb� b� bgl_]jZpbb�� � Bgl_jg_l� klZgh\blky� l_f� n_ghf_ghf

�mijZ\eyxsbf�juqZ]hf���dhlhjuc�iha\hey_l� �g_�lhevdh�j_]mebjh\Zlv��gh�b�\ebylv�gZ�h[s_fbjh\u_

l_g^_gpbb��Ke_^m_l�hlf_lblv���qlh�]eh[ZebaZpby�g_�\k_]^Z�ijbghkbl�fbjh\hfm�khh[s_kl\m�`_eZ_fu_

j_amevlZlu��<f_kl_�k�iheh`bl_evgufb�l_g^_gpbyfb�\�gZmqgh�l_ogbq_kdhc��ijhfure_gghc�b�[bag_k

kn_jZo��fu�gZ[ex^Z_f�p_euc�jy^�g_]Zlb\guo�ihke_^kl\bc�

KlZgh\e_gb_� Bgl_jg_l� k\yaZgh� k� ihy\e_gb_f� gh\hc� ljZgkgZpbhgZevghc� ih� k\h_c� ijbjh^_

l_ogheh]bq_kdhc� kj_^u� ^ey� fZkkh\h]h� bgnhjfbjh\Zgby�� <� hlebqb_� hl� ljZ^bpbhgguo� jZ^bh� b

l_e_\b^_gby��g_�bf_y�ihdZ�klhev�\gmrbl_evghc�Z[hg_glkdhc�Zm^blhjbb��Bgl_jg_l�bf__l�p_euc�jy^

ij_bfms_kl\��Hgb�k\yaZgu�k�\hafh`ghklvx�wnn_dlb\ghc�bgl_]jZpbb�Zm^bh�b�\b^_h��\�lhf�qbke_�gZ

fh[bevghc�hkgh\_��[_a�g_h[oh^bfhklb�bf_lv�^ey�wlh]h�ki_pbZevgh�\u^_e_ggu_�ljZgkihjlgu_�k_lb�

ihl_gpbZevgh� g_h]jZgbq_gguc� djm]� l_ogbq_kdbo� \hafh`ghkl_c� b� bgl_jgZpbhgZevgmx

ihevah\Zl_evkdmx�Zm^blhjbx��H^gZdh�kms_kl\mxsb_�b�\�ljZ^bpbhgguo�KFB�ijh[e_fu�dhgljhey�kh

klhjhgu� h[s_kl\Z� aZ� kh^_j`Zgb_f� ij_^klZ\ey_fuo� fZl_jbZeh\� \� ^Zgghf� kemqZ_� kms_kl\_ggh

mkeh`gyxlky��K_]h^gy�fu�y\ey_fky�k\b^_l_eyfb�lh]h��dZd�bgnhjfZpby�\�Bgl_jg_l�bkihevam_lky�^ey

ijhiZ]Zg^u� ba\jZs_gghc� fhjZeb� b� gjZ\kl\_gghklb�� hlqm`^_gby� ^moh\guo� p_gghkl_c�� Q_j_a

Bgl_jg_l� ^_nhjfbjm_lky� kZfh[ulghklv� hl^_evguo� gZpbc� b� gZjh^ghkl_c�� Wnn_dlb\guo� kihkh[h\

\ha^_ckl\by�gZ�wlb�g_]Zlb\gu_�ijhy\e_gby�ihdZ��d�kh`Ze_gbx��g_�gZc^_gh�

;_kij_p_^_glgh� [uklju_� l_fiu� jZa\blby� Bgl_jg_l� ijb\_eb� d� lhfm�� qlh� bgnhjfZpbhggu_

j_kmjku� K_lb�� dhlhju_� gZdhie_gu� ]h^Zfb� \� gZklhys__� \j_fy� ij_^klZ\eyxl kh[hc� g_h[hajbfh_�

iehohmihjy^hq_ggh_� �k�lhqdb�aj_gby�l_ogheh]bq_kdhc��ihe_��ihbkd� �lh]h��qlh�g_h[oh^bfh�\�^Zgguc

fhf_gl��b�wnn_dlb\gh_�fZgbimebjh\Zgb_� �k�^Zggufb�gZ�dhlhjhf�djZcg_�aZljm^g_gu��AZf_lbf��qlh

wlh� g_� lhevdh� ijh[e_fZ� bgnhjfZpbhgguo� j_kmjkh\� \� ]eh[Zevghf� beb� gZpbhgZevghf�� gh� ^Z`_� b

\_^hfkl\_gghf��dhjihjZlb\ghf�fZkrlZ[_��H[�wlhf�k\b^_l_evkl\mxl�fgh]hqbke_ggu_�bkke_^h\Zgby�b

ijZdlbq_kdb_� j_amevlZlu� ihke_^gbo� e_l� \� h[eZklb� kha^Zgby� f_lh^heh]bb�� f_oZgbafh\� b

bgkljmf_glZevguo� kj_^kl\� bgl_]jZpbb� bgnhjfZpbhgguo� j_kmjkh\�� Baeh`_ggh_� h[klhyl_evkl\h

iha\hey_l�� b� g_� [_a� hij_^_e_gghc� ^heb� bklbgu�� g_dhlhjuf� ©kd_ilbdZfª� gZau\Zlv� Bgl_jg_l

©\k_fbjghc�ihfhcdhcª�

I_j_q_gv� lZdbo� g_]Zlb\guo� l_g^_gpbc� fh`gh� ijh^he`blv�� h^gZdh� \� dZq_kl\_� h^ghc� ba

\Z`g_crbo� ke_^m_l� \u^_eblv� ijh[e_fm�� k\yaZggmx� k� aZsblhc� k_l_\hc� bgnjZkljmdlmju� b� __

bgnhjfZpbhggh�\uqbkebl_evguo� j_kmjkh\�� <hafh`ghklv� q_j_a� ^_kljmdlb\gu_� \ha^_ckl\by� \� k_lb

\ebylv�gZ�ohayckl\_ggh�wdhghfbq_kdb_�dhfie_dku�gZpbhgZevgh]h�fZkrlZ[Z��__�h[hjhghkihkh[ghklv�

^_eZ_l� Bgl_jg_l� g_� lhevdh� ihe_f� ihl_gpbZevguo� ijZ\hgZjmr_gbc� djbfbgZevgh]h� �m]heh\gh]h�

oZjZdl_jZ��gh�b�l_jjhjbklbq_kdbo�^_ckl\bc��D�kh`Ze_gbx��kj_^kl\�b�kbkl_f�aZsblu��Z^_d\Zlguo�kmlb



wlbo� ijh[e_f�� \dexqZy� aZdhgh^Zl_evguc�� Z^fbgbkljZlb\guc�� hi_jZpbhgguc� beb� ijh]jZffgh�

l_ogbq_kdbc�mjh\gb�bo�j_ZebaZpbb��\�fbj_�ihdZ�g_�kha^Zgh�

WlZ� ijh[e_fZ� g_� y\ey_lky� ijh[e_fhc� hl^_evghc� kljZgu� beb� ]jmiiu� kljZg�� LjZ^bpbhgguc

kl_j_hlbi� h[� bgnhjfZpbhgghc� [_ahiZkghklb�� dZd� gZijZ\e_gbb�� hjb_glbjh\Zgghf� gZ� km]m[h

©aZdjulu_ª� aZ^Zqb� gZpbhgZevguo� kbeh\uo� \_^hfkl\�� ^he`_g� mklmiblv� f_klh� ^jm]bf�� [he__

ijb_fe_fuf� \� kh\j_f_gghf� db[_jijhkljZgkl\_� l_g^_gpbyf�� h[mkeh\e_gguf� g_h[oh^bfhklvx

kh\f_klguo� ^_ckl\bc� \� p_eyo� mkljZg_gby� h[sbo� m]jha�� Ijbf_ju� lZdbo� ih^oh^h\� \� fbj_� k_]h^gy

kms_kl\mxl��Hgb�gZijZ\e_gu�gZ�ij_^hl\jZs_gb_�jZkijhkljZg_gby�b�ijbf_g_gby�hjm`by�fZkkh\h]h

mgbqlh`_gby��wdheh]bq_kdbo�dZlZkljhn��l_jjhjbafZ�b�l�i�

Wnn_dlb\gu_� ih^oh^u� b� Z^_d\Zlgu_� f_oZgbafu� jZaj_r_gby� aZ^Zq�� k\yaZgguo� k� kha^Zgb_f

kbkl_f� bgnhjfZpbhgghc� [_ahiZkghklb�� fh]ml� [ulv� gZc^_gu� b� ijZdlbq_kdb� j_Zebah\Zgu� lhevdh� \h

\aZbfh^_ckl\bb� mq_guo�� ki_pbZebklh\� jZaguo� kn_j� ^_yl_evghklb� �l_ogbdb� b� xjbklu�� ikboheh]b� b

wdhghfbklu��iheblheh]b�b�^j���ba�jZaguo�kljZg�fbjZ�

Ijh[e_fu��aZ^Zqb�b�gZijZ\e_gby�j_r_gby�

BgnhjfZpbhggZy� [_ahiZkghklv� ±� ihgylb_� hq_gv� rbjhdh_�� dhlhjh_� fh`gh� hlg_klb� d� ex[hfm

\b^m�bgnhjfZpbb�dZd�lZdh\hc��__�ghkbl_eyf��kj_^kl\Zf�i_j_^Zqb�b�l�i��A^_kv�b�^Ze__�jZkkfZljb\Z_lky

bgnhjfZpbhggZy� [_ahiZkghklv� \� kj_^_� dhfivxl_jguo� l_e_dhffmgbdZpbc�� b� ^Z`_�� [he__� madh�� �� \

Bgl_jg_l�� ij_^klZ\eyxs_f� kh[hc� kh\hdmighklv� k_l_c� b� ih^^_j`b\Z_fuo� bfb� bgnhjfZpbhggh�

\uqbkebl_evguo� j_kmjkh\�� \aZbfh^_ckl\b_� dhlhjuo� hkms_kl\ey_lky� gZ� hkgh\_� kl_dZ� ijhlhdheh\

LCP/IP�� <� kZfhf� h[s_f� kemqZ_� bgnhjfZpbhggmx� [_ahiZkghklv� �B;�� \� lZdhf� ihgbfZgbb� fh`gh

jZkkfZljb\Zlv�dZd�aZsbs_gghklv�bgnhjfZpbb�b�ih^^_j`b\Zxs_c�__�bgnjZkljmdlmju��ljZgkihjlgZy

kj_^Z�� ZiiZjZlgu_� kj_^kl\Z� b� ijh]jZffgh_� h[_ki_q_gb_�� hl� \gmlj_ggbo� \hagbdZxsbo� \gmljb

hl^_evghc� k_lb� beb� kljmdlmju�� ih^^_j`b\Zxs_c� __� beb� \g_rgbo� m]jha�� h[mkeh\e_gguo

ij_^gZf_j_ggufb�beb�kemqZcgufb�\ha^_ckl\byfb�

M`_�kZfh�hij_^_e_gb_�bgnhjfZpbhgghc�[_ahiZkghklb�mdZau\Z_l�gZ�fgh]hZki_dlguc�oZjZdl_j

ijh[e_fu�� dhlhjZy� oZjZdl_jbam_lky� jZaebqgufb� dZl_]hjbyfb� km[t_dlh\�� \klmiZxsbo� \

bgnhjfZpbhggu_� hlghr_gby�� GZijbf_j�� wlh� h[t_dlu� k� jZaebqgufb� lj_[h\Zgbyfb� d� aZsbl_� k\hbo

j_kmjkh\� �j_`bfgh_� mqj_`^_gb_�� dhff_jq_kdZy� kljmdlmjZ�� ZdZ^_fbq_kdZy� hj]ZgbaZpby��� jZaebqgu_

dZl_]hjbb� km[t_dlh\� �dhg_qguc� ihevah\Zl_ev�� l_ogbq_kdh_� kj_^kl\h�� ijbjh^gh_� y\e_gb_��� dhlhju_

ihl_gpbZevgh� ij_^klZ\eyxl� m]jham� ^ey� j_kmjkh\�� ih^e_`Zsbo� aZsbl_�� b� dZl_]hjbb� ^_ckl\bc

�aehmfure_ggu_�^_ckl\by�beb�kemqZcgZy�g_bkijZ\ghklv���Z�lZd`_�jZaebqgu_�lbiu�m]jha�

<�hlebqbb�hl�ljZ^bpbhgguo�aZ^Zq��dhlhju_�klZ\bl�ijh[e_fZ�B;�gZ�bahebjh\Zgguo�ehdZevguo

b�g_[hevrbo�\_^hfkl\_gguo�beb�aZdjuluo�dhjihjZlb\guo�k_lyo��aZ^Zqb�\�hldjuluo�bgl_jg_l�±�k_lyo

bf_xl�k\hx�ki_pbnbdm��<�lZdbo�k_lyo�ihl_gpbZevguc�^hklmi�d�j_kmjkZf��^Z`_�ijb�gZebqbb�kbkl_f

aZsblu� b� ^bnn_j_gpbjh\Zggh]h� ^hklmiZ� d� j_kmjkZf�� fh`_l� bf_lv� \� ex[h_� \j_fy�� ex[hc

ihevah\Zl_ev� ba� ex[hc� lhqdb� a_fgh]h� rZjZ�� LjZ^bpbhggu_� Z^fbgbkljZlb\gu_� b� hi_jZpbhggu_

juqZ]b�mijZ\e_gby�^hklmihf�b�dhgljhey�bkihevah\Zgby�j_kmjkh\�\�lZdbo�k_lyo�klZgh\ylky�g_�klhev

wnn_dlb\gu��b�gZ�i_j\uc�ieZg�\uoh^yl�ijh]jZffgh�l_ogbq_kdb_�j_]meylhju�

Ijh[e_fu�b^_glbnbdZpbb�ihevah\Zl_e_c�b�jZa]jZgbq_gby�^hklmiZ�d�j_kmjkZf�\�khhl\_lkl\bb�k

ijbgyluf� \� lhc� beb� bghc� k_lb� j_]eZf_glhf� �iheblbdhc��� Z� lZd`_� k\h_\j_f_ggmx� j_Zdpbx� gZ

g_rlZlgu_�kblmZpbb�[_jml�gZ�k_[y�ZiiZjZlgh�ijh]jZffgu_�kj_^kl\Z�

>jm]hc�hkh[_gghklvx�j_ZebaZpbb�B;�\�Bgl_jg_l�y\ey_lky�lh�h[klhyl_evkl\h��qlh�h[gh\e_gb_

ijh]jZffgh]h� h[_ki_q_gby�� l_ogheh]bc� ij_h^he_gby� kbkl_f� B;� b^_l� hq_gv� [ukljh�� Gh\u_� f_lh^u

ZlZd��k�ihfhsvx�lh]h�`_�Bgl_jg_l��ihy\eyxlky�ihqlb�_`_f_kyqgh�b�jZajZ[hlqbdZf�kj_^kl\�b�kbkl_f

aZsblu�� Z^fbgbkljZlhjZf� B;�� g_h[oh^bfh� ijbgbfZlv� Z^_d\Zlgu_� f_ju�� >ey� wlh]h� lj_[m_lky�� \h�

i_j\uo�� bo� \ukhdZy� d\ZebnbdZpby�� \h�\lhjuo�� \ukhdZy� d\ZebnbdZpby� jZajZ[hlqbdh\� kbkl_fgh]h� b

k_l_\h]h� ijh]jZffgh]h� h[_ki_q_gby�� Z� \�lj_lvbo�� hlghkbl_evgh� \ukhdZy� d\ZebnbdZpby� dZd

\eZ^_evp_\��lZd�b�ihevah\Zl_e_c�k_l_\uo�b�bgnhjfZpbhggh�\uqbkebl_evguo�j_kmjkh\���D�kh`Ze_gbx�

kl_i_gv�j_ZebaZpbb�wlhc�aZ^Zqb�ihdZ�hklZ\ey_l�`_eZlv�emqr_]h�

G_�hklZgZ\eb\Zykv�gZ�[he__�^_lZevghf�ZgZeba_�d�qbkem�fZdjhijh[e_f�[_ahiZkghklb�k_l_\uo�b

bgnhjfZpbhgguo�j_kmjkh\�\�Bgl_jg_l�fh`gh�hlg_klb

- bagZqZevgh�keZ[u_�j_kmjku�kl_dZ�LKJ�IP (v.4)�^ey�j_ZebaZpbb�f_oZgbafh\�B;�

- hrb[db� jZajZ[hldb� b� j_ZebaZpbb� ZiiZjZlgh�ijh]jZffguo� kj_^kl\� \� ^_ckl\mxsbo

kbkl_fZo�B;�

- hlkmlkl\b_� fZl_fZlbq_kdbo� fh^_e_c� m]jha� [_aiZkghklb� b� hl^_evguo� nmgdpbhgZevgh

\Z`guo�ih^kbkl_f� �Zml_glbnbdZpby��mijZ\e_gb_�^hklmihf�b�^j����khklZ\eyxsbo�kbkl_fm

B;�lbih\hc�k_lb��iha\heyxsbo�Z^_d\Zlgh�hibkZlv�ij_^f_lgmx�h[eZklv�b�kljh]h�hp_gblv

gZ^_`ghklv�lZdhc�kbkl_fu�

- hlklZ\Zgb_� mjh\gy� b� l_fih\� jZajZ[hldb� b� \g_^j_gby� kbkl_f� B;� hl� mjh\gy� b� l_fih\

jZa\blby�Bgl_jg_l�



- g_^hklZlhqgh_� \gbfZgb_� d� ijh[e_fZf� B;� ijb� jZajZ[hld_� b� j_ZebaZpbb� ijh]jZffguo

ijh^mdlh\� �dZd� kbkl_fguo�� lZd� b� h[s_p_e_\uo�� ijbdeZ^guo�� ^ey� bo� bkihevah\Zgby� gZ

k_lyo�

- g_agZgb_�beb�ij_g_[j_`_gb_�ihevah\Zl_eyfb�hkgh\gufb�ijbgpbiZfb�B;�

Ijb�nhjfbjh\Zgbb�iheblbdb�B;�ijbgylh�\u^_eylv�ke_^mxsb_�lbiu�m]jha�

��m]jhaZ�dhgnb^_gpbZevghklb�bgnhjfZpbb��aZsblZ�hl�g_kZgdpbhgbjh\Zggh]h�ijhkfhljZ��

- m]jhaZ�p_ehklghklb�bgnhjfZpbb� �ZdlmZevghklv��g_ijhlb\hj_qb\hklv�bgnhjfZpbb��aZsblZ

hl�jZajmr_gby�b�g_kZgdpbhgbjh\Zggh]h�baf_g_gby��

- �� m]jhaZ� ^hklmighklb� bgnhjfZpbb� �\hafh`ghklv� ihemqblv� bgnhjfZpbx� aZ� ijb_fe_fh_

\j_fy��

Hkgh\gufb� khklZ\eyxsbfb� ^_yl_evghklb� ijb� h[_ki_q_gbb� bgnhjfZpbhgghc� [_ahiZkghklb

y\eyxlky

��^_yl_evghklv��gZijZ\e_ggZy�gZ�ebd\b^Zpbx�\hafh`ghkl_c�hkms_kl\blv�ZlZdm�b��l_f�kZfuf�

gZ� ij_^hl\jZs_gb_� ms_j[Z; ijbgylb_� f_j� ih� khdjZs_gbx� \hafh`gh]h� ms_j[Z� �iml_f� mf_gvr_gby

h[t_fZ�bgnhjfZpbb�b�j_kmjkh\��^hklmiguo�aehmfure_ggbdm�\�kemqZ_�mki_rghc�ZlZdb��khdjZs_gby

\j_f_gb�\hkklZgh\e_gby�kbkl_f�ihke_�ZlZdb��jZgg_]h�h[gZjm`_gby�nZdlZ�ZlZdb�gZ�kbkl_fm�;
��ijbgylb_�f_j��kihkh[kl\mxsbo�h[gZjm`_gbx�aehmfure_ggbdZ�ihke_�ZlZdb�

Ihjy^hd� i_j_qbke_gguo� \ur_� gZijZ\e_gbc� ^_yl_evghklb� hljZ`Z_l� bo� \Z`ghklv� ^ey� aZsblu

bgl_j_kh\�ihevah\Zl_e_c�b�khdjZs_gby�ms_j[Z�hl�^_yl_evghklb�aehmfure_ggbdh\�

Fgh]h]jZgguc�oZjZdl_j�kZfhc�aZ^Zqb�h[_ki_q_gby�bgnhjfZpbhgghc�[_ahiZkghklb�hij_^_ey_l

g_kdhevdh� gZijZ\e_gbc� �beb� mjh\g_c��� kdhhj^bgbjh\Zggu_� ^_ckl\by� gZ� dZ`^hf� ba� dhlhjuo� \

khklhygbb�h[_ki_qblv�__�dhfie_dkgh_�j_r_gb_��D�lZdbf�mjh\gyf�ijbgylh�hlghkblv�aZdhgh^Zl_evguc�

Z^fbgbkljZlb\guc��hi_jZlb\guc�b�ijh]jZffgh�l_ogbq_kdbc [8].

AZdhgh^Zl_evguc��Z^fbgbkljZlb\guc�b�hi_jZpbhgguc�mjh\gb��f_oZgbafu�j_r_gby)

AZdhgh^Zl_evguc� mjh\_gv� y\ey_lky� [Zah\uf� ^ey� kha^Zgby� kljhcghc� kbkl_fu� f_j�

h[_ki_qb\Zxsbo�B;�gZ�\k_o�hklZevguo�mjh\gyo��lZd�dZd�hij_^_ey_l

- f_ju� ijyfh]h� aZdhgh^Zl_evgh]h� ^_ckl\by�� iha\heyxsb_� d\Zebnbpbjh\Zlv� gZjmr_gby� b

gZjmrbl_e_c��nhjfbjmxsb_�\�h[s_kl\_�hljbpZl_evgh_�hlghr_gb_�d�gZjmrbl_eyf�B;�

�� f_ju� gZijZ\eyxsb_� b� dhhj^bgbjmxsb_�� kihkh[kl\mxsb_� jZajZ[hld_� b� jZkijhkljZg_gbx

kj_^kl\�h[_ki_q_gby�B;��ih\ur_gbx�h[jZah\Zgby�\�wlhc�h[eZklb�

?keb� ]h\hjblv� h� Jhkkbb�� lh� d� i_j\hc� ]jmii_� f_j� fh`gh� hlg_klb� ]eZ\m� ��� ©Ij_klmie_gby� \

kn_j_� dhfivxl_jghc� bgnhjfZpbbª� jZa^_eZ� IX� gh\hc� j_^Zdpbb� MD� JN�� aZdhg� ©H[� bgnhjfZpbb�

bgnhjfZlbaZpbb� b� aZsbl_� bgnhjfZpbbª� Z� lZd`_� jy^� ^jm]bo� aZdhgh\�� dhlhju_� gZoh^ylky� \� klZ^bb

jZajZ[hldb� �©H� ijZ\_� gZ� bgnhjfZpbxª�� ©H� dhff_jq_kdhc� lZcg_ª�� ©H� i_jkhgZevguo� ^Zgguoª�� ©H[

we_dljhgghc�pbnjh\hc�ih^ibkbª��

Dh� \lhjhc� ]jmii_� aZdhgh^Zl_evguo� b� ghjfZlb\guo� Zdlh\� hlghkylky� ^hdmf_glu�

j_]eZf_glbjmxsb_� ijhp_kku� ebp_gabjh\Zgby� b� k_jlbnbdZpbb� \� h[eZklb� B;� �N:IKB� b

=hkl_odhfbkkby� ijb� ij_ab^_gl_� JN��� ghjfZlb\gu_� ^hdmf_glu� \_^hfkl\� �jmdh\h^ysb_� ^hdmf_glu

=hkl_odhfbkkbb�ih�lj_[h\Zgbyf�d�deZkkZf�aZsbs_gghklb�K<L�b�:K��ih�f_`k_l_\uf�wdjZgZf�b�^j���

H^gZdh� g_h[oh^bfh� hlf_lblv�� qlh� wlh� ihdZ� lhevdh� i_j\u_� rZ]b� \� h[eZklb� ijb\_^_gby� wlh]h

mjh\gy�\�khhl\_lkl\b_�k�lj_[h\Zgbyfb�k_]h^gyrg_]h�khklhygby�Bgl_jg_l�b�_]h�jhevx�\�]hkm^Zjkl\_�b

h[s_kl\_��Wlb�\hijhku�g_h^ghdjZlgh�h[km`^Zebkv�\�Fhkdh\kdhf�mgb\_jkbl_l_�gZ�"Kjm]ehf�klhe_",
ihk\ys_gghf� ijh[e_fZf� bgnhjfZpbhgghc� [_ahiZkghklb�� LZdhc� ihklhyggh� ^_ckl\mxsbc� "Kjm]euc

klhe"� hj]Zgbah\Zg� ih� bgbpbZlb\_� F=M� bf�� F�<�Ehfhghkh\Z� b� ih^^_j`Zg� Kh\_lhf� ;_ahiZkghklb

Jhkkbb�� Hg� Zdlb\gh� jZ[hlZ_l� m`_� [he__� ]h^Z�� \� _]h� aZk_^Zgbyo� mqZkl\mxl� mq_gu_�� l_ogbq_kdb_

ki_pbZebklu�jZaguo�gZmqguo�gZijZ\e_gbc�_kl_kl\_ggh]h�b�]mfZgblZjgh]h�pbdeh\�

Ke_^m_l� h[jZlblv� \gbfZgb_� gZ� \Z`ghklv� kh]eZkh\Zgghklb� wlbo� f_j� k� f_`^mgZjh^ghc

ijZdlbdhc� b� g_h[oh^bfhklv� ijb\_^_gby� jhkkbckdbo� klZg^Zjlh\� b� k_jlbnbdZpbhgguo� ghjfZlb\h\� \

khhl\_lkl\b_� k� f_`^mgZjh^guf� mjh\g_f� bgnhjfZpbhgguo� l_ogheh]bc�� D� qbkem� \Z`guo� gZ� wlhf

gZijZ\e_gbb�ke_^m_l�hlg_klb

\hijhk� h� ]ZjfhgbaZpbb� jhkkbckdbo� klZg^Zjlh\� \� h[eZklb� B;� k� f_`^mgZjh^gufb� klZg^ZjlZfb� gZ

hkgh\_� ki_pbnbdZpbc� ISO 15408 �©H[sb_� djbl_jbbª� [8])�� <k_klhjhggbc� ZgZeba� b� ijbgylb_� wlbo

h[s__\jhi_ckdbo�klZg^Zjlh\�\�dZq_kl\_�hkgh\u�^ey�jZajZ[hldb�lj_[h\Zgbc�d�kbkl_fZf�h[_ki_q_gby

bgnhjfZpbhgghc�[_ahiZkghklb�\�Jhkkbb�fh]eh�[u�klZlv�aZf_lguf�rZ]hf�gZ�imlb�bgl_]jZpbb�gZr_c

kljZgu�\�fbjh\h_�bgnhjfZpbhggh_�ijhkljZgkl\h�gZ�hkgh\_�HdbgZgZ\kdhc�oZjlbb������]�

IheblbdZ� [_ahiZkghklb� ij_^klZ\ey_l� kh[hc� kbkl_fm� f_j�� ij_^ijbgbfZ_fuo� jmdh\h^kl\hf

hj]ZgbaZpbb� beb� ih^^_j`b\Z_fhc� _x� k_lb� gZ� Z^fbgbkljZlb\ghf mjh\g_�� WlZ� kbkl_fZ� f_j

ij_^klZ\ey_l� kh[hc� kh\hdmighklv� ^hdmf_glbjh\Zgguo� mijZ\e_gq_kdbo� j_r_gbc�� gZijZ\e_gguo� gZ



aZsblm�dZd�bgnhjfZpbb��lZd�b�ih^^_j`b\Zxs_c�__�k_l_\hc�bgnjZkljmdlmju��IheblbdZ�[_ahiZkghklb

hij_^_ey_l� kljZl_]bx� hj]ZgbaZpbb� \� wlhc� h[eZklb� b� kljhblky� gZ� hkgh\_� ZgZebaZ� jbkdh\�� dhlhju_

kbkl_fZlbabjmxlky�b�ijbagZxlky�j_Zevgufb�^ey�bgnhjfZpbhgghc�kbkl_fu�hj]ZgbaZpbb��beb�k_lb��

Hkms_kl\e_gb_� iheblbdb� [_ahiZkghklb� fh`gh� jZa^_eblv� gZ� ^\_� ]jmiiu�� f_ju� \_jog_]h� b

gb`g_]h�mjh\gy��GZ�\_jog_f�mjh\g_�hkms_kl\ey_lky�mijZ\e_gb_�jbkdZfb��dhhj^bgZpby�^_yl_evghklb�

kljZl_]bq_kdh_� ieZgbjh\Zgb_� b� dhgljhev� \uiheg_gby� f_jhijbylbc� \� h[eZklb� bgnhjfZpbhgghc

[_ahiZkghklb�� GZ� gb`g_f� mjh\g_� ijhbkoh^bl� dhgljhev� j_ZebaZpbb� dhgdj_lguo� k_j\bkh\

[_ahiZkghklb�

:^fbgbkljZlb\guc� mjh\_gv� beb� mjh\_gv� jZajZ[hldb� b� dhgljhey� kh[ex^_gby� iheh`_gbc

iheblbdb�[_ahiZkghklb�±�wlh�hq_gv�\Z`guc�mjh\_gv��kh]eZkh\Zggu_�^_ckl\by�gZ�dhlhjhf�iha\heyxl

mgbnbpbjh\Zlv� ih^oh^u�� ^_ckl\by� dhgdj_lguo� bkihegbl_e_c� ih� ij_^hl\jZs_gbx�� h[gZjm`_gbx�

k\h_\j_f_gghfm� i_j_k_q_gbx� gZjmr_gbc� B;�� \� qZklghklb�� mf_gvr_gbx� �fbgbfbaZpbb�� ms_j[Z� hl

gbo�

HibjZykv� gZ� kh[kl\_gguc� hiul� ihklZ\sbdZ� k_l_\h]h� k_j\bkZ� gZ� jhkkbckdhf� k_]f_gl_

Bgl_jg_l�� ohl_e� [u� h[jZlblv� \gbfZgb_� gZ� jy^� ijh[e_f�� ijbkmsbo� wlhfm� mjh\gx�� D� kh`Ze_gbx�

g_kfhljy� gZ� bf_xsb_ky� �ohly� b� kebrdhf� h[sb_�� klZg^Zjlu�� dhlhju_� kms_kl\mxl� ^ey� jZajZ[hldb

iheblbdb� [_ahiZkghklb�� \� ijZdlbq_kdhf� ieZg_� [hevrbgkl\h� hj]ZgbaZpbc�� bf_xsbo� ^hklZlhqgh

[hevrb_� IP�k_lb�� wlbo� klZg^Zjlh\� g_� ijb^_j`b\Z_lky�� ;he__� lh]h�� aZdhgh^Zl_evguc� mjh\_gv� g_

kh^_j`bl� fZl_jbZeh\�� klbfmebjmxsbo� ^_yl_evghklv� gZ� gb`_e_`Zs_f� Z^fbgbkljZlb\ghf� mjh\g_

�h[yau\Zxsbo� \_klb� wlm� jZ[hlm��� Hlkmlkl\mxl� lbih\u_� klZg^Zjlu� gZ� wlhl� kq_l� ^ey� jZaebqguo

hj]ZgbaZpbc� �k_l_c�� k� mq_lhf� ki_pbnbdb� j_rZ_fuo� aZ^Zq�� LZd�� \� gZmqgh�h[jZah\Zl_evguo� k_lyo

h[_ki_q_gb_� ^hklmighklb� bgnhjfZpbb�� dZd� ijZ\beh�� y\ey_lky� ijbhjbl_lghc� aZ^Zq_c�� Z� h[_ki_q_gb_

p_ehklghklb�b�dhgnb^_gpbZevghklb�±�aZ^Zq_c�\lhjh]h�mjh\gy�agZqbfhklb��>jm]h_�jZkij_^_e_gb_�ih

ijbhjbl_lZf�aZsblu�hl�m]jha�bgnhjfZpbhgghc�[_ahiZkghklb�\�k_lyo�dhff_jq_kdbo�kljmdlmj��Z�l_f

[he__�\�k_lyo�j_`bfguo��]hkm^Zjkl\_gguo�mqj_`^_gbc�

Kha^Zgb_�^bnn_j_gpbjh\Zggh]h�i_j_qgy�fh^_e_c�m]jha�[_ahiZkghklb�k_l_\uo�bgnjZkljmdlmj

hj]ZgbaZpbc�k�jZaebqgufb�iheblbdZfb�[_ahiZkghklb��\�lhf�qbke_�gZ�hkgh\_�kljh]bo�fZl_fZlbq_kdbo

fh^_e_c��y\ey_lky�h^ghc�ba��i_jki_dlb\guo�aZ^Zq�gZ�wlhf�mjh\g_�

Hi_jZpbhgguc�mjh\_gv���h^bg�ba�\Z`g_crbo�ijb�j_ZebaZpbb�iheblbdb�[_ahiZkghklb�\�ex[hc

dhfivxl_jghc� kbkl_f_�� Hi_jZpbhggu_� j_]meylhju� hjb_glbjh\Zgu� ij_`^_� \k_]h� gZ� ex^_c�� Z� g_� gZ

l_ogbq_kdb_�kj_^kl\Z��Hgb�ijba\Zgu�khdjZlblv�ms_j[�hl�^_kljmdlb\guo�^_ckl\bc�\�i_j\mx�hq_j_^v

©bagmljbª�� kh� klhjhgu� i_jkhgZeZ� beb� ebp�� bf_xsbo� ^hklmi� d� j_kmjkZf�� mijZ\eyxsbf� k_lvx�

^_e_]bjmxsbo�beb�dhgljhebjmxsbo�^_e_]bjh\Zgb_�l_o�beb�bguo�iheghfhqbc�

<�dZq_kl\_�hkgh\guo�fh`gh�jZkkfZljb\Zlv�ke_^mxsb_�hi_jZpbhggu_�f_ju�

��mijZ\e_gb_�i_jkhgZehf�

��nbabq_kdh_�mijZ\e_gb_�^hklmihf�b�fbgbfbaZpby�ijb\be_]bc�

��ih^^_j`Zgb_�jZ[hlhkihkh[ghklb�b�\hkklZgh\e_gby�k_lb�beb�k_l_\uo�j_kmjkh\�ihke_�k[h_\�

H^gZdh� ijZdlbq_kdZy� j_ZebaZpby� i_j_qbke_gguo� f_j� hi_jZpbhggh]h� mjh\gy� gZ� k_lyo

jhkkbckdh]h�k_]f_glZ�Bgl_jg_l�lZd`_�\uau\Z_l�jy^�ljm^ghkl_c��MijZ\e_gb_�i_jkhgZehf��gZijbf_j�

gZlZedb\Z_lky� gZ� hlkmlkl\b_� q_ldbo� ^he`ghklguo� bgkljmdpbc� b� g_^hklZlhd� d\ZebnbdZpbb� m

ki_pbZebklh\��ijba\Zgguo�hkms_kl\eylv�lZdh_�mijZ\e_gb_��Ih�g_agZgbx�fh`gh�kh\_jrblv�hrb[dm�

qj_\Zlmx� k_jv_agufb� ihke_^kl\byfb�� gZijbf_j�� ihemqblv� ©ljhygkdmxª� ijh]jZffm�� kdZaZlv� iZjhev

g_Z\lhjbah\Zgghfm�ebpm��b�l�i��Qlh[u�ba[_`Zlv�ih^h[guo�hrb[hd��gm`gh�h�gbo�agZlv�

Ijbf_g_gb_� f_j� nbabq_kdh]h� mijZ\e_gby� ^hklmihf� \� jZfdZo� k_lb� [hevrhc� hj]ZgbaZpbb

keh`gh� j_Zebam_fh�� L_f� g_� f_g__�� ijbf_g_gb_� lZdbo� j_]meylhjh\� d� jy^m� dexq_\uo� maeh\� y\ey_lky

g_h[oh^bfhc� f_jhc�� AZ[eZ]h\j_f_ggZy� ijhjZ[hldZ� \hijhkh\� j_Zdpbb� gZ� gZjmr_gby� j_`bfZ

bgnhjfZpbhgghc�[_ahiZkghklb�k_lb�±�\�agZqbl_evghc�kl_i_gb�k\yaZgZ�k�j_r_gb_f�aZ^Zq�j_a_j\gh]h

dhibjh\Zgby�b�\hkklZgh\e_gby�k_l_\uo�j_kmjkh\�ihke_�k[hy�

Ih^^_j`Zgb_� jZ[hlhkihkh[ghklb� b� \hkklZgh\e_gb_� kbkl_fu� ihke_� k[h_\� hklZ_lky� madbf

f_klhf� ^Z`_� ^ey� djmiguo� jhkkbckdbo� ISP� ih� ijbqbg_� hlkmlkl\by� q_ldhklb� \� hj]ZgbaZpbb

\aZbfh^_ckl\by�k�dZgZevgufb�hi_jZlhjZfb��g_mdhfie_dlh\Zgghklb�rlZlguf�i_jkhgZehf��hlkmlkl\by

kj_^g_]h� a\_gZ� ki_pbZebklh\� gZ^e_`Zs_c� d\ZebnbdZpbb� b� _s_� p_euf� jy^hf� ijh[e_f�� � J_Zdpby� gZ

gZjmr_gb_� j_`bfZ� [_ahiZkghklb� \uau\Z_l� ljm^ghklb�� dZd� ijZ\beh�� ba�aZ� hlkmlkl\by� dZdh]h�eb[h

j_]eZf_glZ� \aZbfh^_ckl\by� ISP� g_� lhevdh� k� ]hkm^Zjkl\_ggufb� \_^hfkl\Zfb�� ijbqZklgufb� d

bgnhjfZpbhgghc�[_ahiZkghklb��N:IKB��=hkl_odhfbkkby��M<>�b�^j����gh�b�k�^jm]bfb�ISP��m�dhlhjuo

fh`_l�b�g_�[ulv�ex^_c��dhlhju_�lZdh_�\aZbfh^_ckl\b_�h[_ki_qb\Zxl��Keh`b\r__ky�iheh`_gb_�^_e

fh`gh� h[tykgblv� gZqZevguf� wlZihf� \� jZa\blbb� hlghkbl_evgh� fheh^h]h� jhkkbckdh]h� k_]f_glZ

Bgl_jg_l�� G_h[oh^bf� ihbkd� ih^oh^h\� d� mkljZg_gbx� hlf_q_gguo� g_^hklZldh\� \� dZ`^hc� ba� k_l_c�

ij_^klZ\eyxsbo�hl^_evgu_�hj]ZgbaZpbb�



:^fbgbkljZlb\gu_� b� hi_jZpbhggu_� f_ju� h[_ki_q_gby� bgnhjfZpbhgghc� [_ahiZkghklb�

gZijbf_j�� kms_kl\_ggh� aZ\bkyl� hl� kljmdlmju� hj]ZgbaZpbb� b� ki_pbnbdb� j_rZ_fuo� aZ^Zq�� ihwlhfm

\ujZ[hldZ� h[sbo� j_dhf_g^Zpbc� \� ^Zgguo� h[eZklyo� djZcg_� aZljm^g_gZ�� H^gZdh� jZ[hlZ� \� wlhf

gZijZ\e_gbb� ijh\h^blky�� <� P_glj_� l_e_dhffmgbdZpbc� b� l_ogheh]bc� Bgl_jg_l� Fhkdh\kdh]h

mgb\_jkbl_lZ��gZijf_j��kms_kl\m_l�jZ[hqZy�]jmiiZ��\� aZ^Zqb�dhlhjhc�\oh^bl�kha^Zgb_�f_lh^heh]bb

aZsblu� hldjuluo� gZmqgh�h[jZah\Zl_evguo� k_l_c�� <� jZfdZo� wlhc� ^_yl_evghklb� aZljZ]b\Zxlky� b

Z^fbgbkljZlb\gu_��b�hi_jZpbhggu_�j_]meylhju�

Ijh]jZffgh�l_ogbq_kdbc�mjh\_gv�(f_oZgbafu�j_r_gby)

Bgl_jg_l� ij_^klZ\ey_l� kh[hc� kh\hdmighklv� \aZbfh^_ckl\mxsbo� f_`^m� kh[hc� hl^_evguo

k_l_c:� hl� kZfuo� f_edbo� ±� ehdZevguo� ±� ^h� djmiguo� dhjihjZlb\guo� k_l_c�� gZpbhgZevgh]h� beb� ^Z`_

ljZgkgZpbhgZevgh]h� fZkrlZ[Z�� Bf_ggh� wlm� aZ^Zqm� f_`k_l_\h]h� \aZbfh^_ckl\by� j_rZ_l� kl_d

ijhlhdheh\�TCP/IP��b�wlh�h[klhyl_evkl\h�klZeh�h^ghc�ba�]eZ\guo�ijbqbg�[_kij_p_^_glgh�[ukljh]h

jZa\blby� b� ihimeyjghklb� Bgl_jg_l�� DZ`^Zy� ba� wlbo� k_l_c� bf__l� �beb� ^he`gZ� bf_lv�� kh[kl\_ggmx

iheblbdm� [_ahiZkghklb�� bkoh^y� ba� dhlhjhc� hgZ� ijbf_gy_l� k\hb� hi_jZpbhggu_� j_]meylhju� b

bkihevam_l� g_h[oh^bfu_� ^ey� wlh]h� ijh]jZffgh�l_ogbq_kdb_� kj_^kl\Z�� Dexq_\ufb� \� b_jZjobb

k_l_\uo�bgnjZkljmdlmj�y\eyxlky�djmigu_�\_^hfkl\_ggu_�beb�dhjihjZlb\gu_�k_lb��Bf_ggh�hgb��dZd

ijZ\beh� y\eyxlky�]eZ\gufb�h[t_dlZfb�ihl_gpbZevguo�ZlZd�

>ey�ihkljh_gby�kbkl_fu�bgnhjfZpbhgghc�[_ahiZkghklb��Z^_d\Zlghc�ihlj_[ghklyf�lZdhc�k_lb�

g_h[oh^bfu�ke_^mxsb_�kj_^kl\Z�aZsblu�ijh]jZffgh�l_ogbq_kdh]h�mjh\gy�

• wdjZgbjh\Zgby�� ij_^gZagZq_ggu_� ^ey� j_]mebjh\Zgby� ihlhdh\� f_`^m� \gmlj_gg_c� b

\g_rg_c�qZklvx�k_lb�gZ�jZaebqguo�(k_l_\hf��ljZgkihjlghf�b�ijbdeZ^ghf��mjh\gyo�fh^_eb

hldjuluo�kbkl_f��\dexqZy�kj_^kl\Z�ijhlhdhebjh\Zgby�ihlhdh\�

• b^_glbnbdZpbb�Zml_glbnbdZpbb�� ih^^_j`b\Zxsb_� dhgp_ipbx� _^bgh]h� \oh^Z� \� k_lv

�ihevah\Zl_ev�h^bg�jZa�ijb�\oh^_�^hdZau\Z_l�k\hx�ih^ebgghklv�b�^Ze__�bf__l�^hklmi�dh

\k_f�k_j\bkZf�k_lb�\�khhl\_lkl\bb�k�bf_xsbfbky�iheghfhqbyfb��

• djbilh]jZnbq_kdhc� aZsblu�� \� lhf� qbke_�� \kihfh]Zl_evgu_� ^ey� ^jm]bo� j_]meylhjh\�

gZijbf_j��Zml_glbnbdZpbb�

• mijZ\e_gby� ^hklmihf� �eh]bq_kdbf��� iha\heyxsb_� � ki_pbnbpbjh\Zlv� b� dhgljhebjh\Zlv

^_ckl\by�� dhlhju_� km[t_dlu� fh]ml� \uihegylv� ih^� h[t_dlZfb�� \dexqZy� d\hlbjh\Zgb_

j_kmjkh\�dZd�qZklguc�kemqZc�

• ijhlhdhebjh\Zgby� b� Zm^blZ�� h[_ki_qb\Zxsb_� fhgblhjbg]� k_lb� gZ� \k_o� mjh\gyo�

\uy\eyxsb_�ih^hajbl_evgmx�Zdlb\ghklv�b�j_Zebamxsb_�hi_jZlb\gh_�j_Z]bjh\Zgb_�

• p_gljZebah\Zggh]h�Z^fbgbkljbjh\Zgby�k_lb�

Kh\hdmighklv� wlbo� kj_^kl\� ijba\ZgZ� \� agZqbl_evghc� kl_i_gb� ihdjulv� ihlj_[ghklb� aZsblu

dhjihjZlb\ghc� IP�k_lb� gZ� ijh]jZffgh�l_ogbq_kdhf� mjh\g_. DjZldh� hklZgh\bfky� gZ� g_dhlhjuo

ijh[e_fZo�bo�j_ZebaZpbb�

D� i_jki_dlb\guf� kbkl_fZf� wdjZgbjh\Zgby� ke_^m_l� hlg_klb� fgh]hdhfihg_glgu_� dhfie_dku�

\dexqZxsb_� wdjZgbjmxsb_� fZjrjmlbaZlhju�� wdjZgu� ljZgkihjlgh]h� mjh\gy� b� rexau�� Bo

\aZbfh^_ckl\b_� iha\hebl� g_� lhevdh� h[_ki_qblv� wnn_dlb\gh_� nmgdpbhgbjh\Zgb_� ^Zggh]h� \b^Z

k_j\bkZ��gh�b�kh[jZlv�bgnhjfZpbx��\Z`gmx�^ey�^jm]bo�ijh]jZffgh�l_ogbq_kdbo�j_]meylhjh\�

Bkke_^h\Zgby�� k\yaZggu_� k� b^_glbnbdZpb_c� Zml_glbnbdZpb_c� \� Bgl_jg_l�� gZijZ\e_gu� gZ

kha^Zgb_� f_oZgbafh\�� h[_ki_qb\Zxsbo� bo� p_gljZebaZpbx�� p_ehklghklv� b� ]b[dhklv�� ihjlZ[_evghklv

ohly�[u�gZ�h]jZgbq_gguc�gZ[hj�©gZ^_`guoª�HK�

I_jki_dlb\u� eh]bq_kdh]h� mijZ\e_gby� ^hklmihf� \� agZqbl_evghc� kl_i_gb� fh]ml� [ulv

h[_ki_q_gu� i_j_oh^hf� gZ� [he__� wnn_dlb\gu_� ko_fu� b� fh^_eb� dZd� ijhba\hevgh]h�� lZd� b

ijbgm^bl_evgh]h� mijZ\e_gby� [9]�� \dexqZy� j_r_gb_� ijh[e_fu� d\hlbjh\Zgby� j_kmjkh\�� dZd� qZklguc

kemqZc��\�jZkq_l_�gZ�ij_^hl\jZs_gb_�ZlZdb�gZ�^hklmighklv��hldZaZ�\�ij_^hklZ\e_gbb�k_j\bkZ��

A^_kv� ohl_ehkv� [u� h[jZlblv� \gbfZgb_� gZ� g_h[oh^bfhklv� b� \Z`ghklv� ihbkdZ� ih^oh^h\� d

kha^Zgbx� fZl_fZlbq_kdb� kljh]bo� fh^_e_c�� iha\heyxsbo� hibku\Zlv� �b� kljhblv�� fhgblhj

[_ahiZkghklb� �h[jZs_gbc��k�mq_lhf�g_�lhevdh�kh\j_f_gguo�ij_^klZ\e_gbc�h�lZdbo�fh^_eyo��gh�b�\

jZkq_l_� gZ� \hafh`ghklv� bo� bkihevah\Zgby� ^ey� ihemq_gby� gZ^_`guo� hp_ghd� kl_i_gb� [_ahiZkghklb

�gZ^_`ghklb�� kbkl_fu� gZ� hkgh\_� kh\j_f_gguo� djbl_jb_\�� IhdZ� fh`gh� dhgklZlbjh\Zlv� lhevdh

ih^oh^u�d�kha^Zgbx�lZdbo�kbkl_f�[10].
Djbilh]jZnbq_kdb_�f_oZgbafu�\�Bgl_jg_l�ijba\Zgu�h[_ki_qblv�aZsblm�k_l_\uo�j_kmjkh\�hl

\k_o�\b^h\�m]jha��g_�lhevdh�ljZ^bpbhggu_��dhgnb^_gpbZevghklv�b�p_ehklghklv�^Zgguo��gh�b�aZsblm

hl� hldZaZ� \� ij_^hklZ\e_gbb� k_j\bkZ�� I_jki_dlb\u� a^_kv� k\yaZgu� k� h[t_^bg_gb_f� ij_bfms_kl\

\ukhdh]h�[ukljh^_ckl\by�ijb�j_ZebaZpbb�Ze]hjblfh\�kbff_ljbqgh]h�rbnjh\Zgby�k�wnn_dlb\ghklvx



Zkbff_ljbqguo� f_lh^h\� ^ey� jZaebqguo� ijbdeZ^guo� k_j\bkh\� b� �beb�� ijh]jZffgh�l_ogbq_kdbo

j_]meylhjh\�

:dlb\guc� Zm^bl� ±� h^bg� ba� kZfuo� keh`guo�� gh� \Z`guo� b� g_h[oh^bfuo� j_]meylhjh\� gZ

ijh]jZffgh�l_ogbq_kdhf� mjh\g_�� Kms_kl\mxsb_� gZ� k_]h^gy� dhfie_dku� k\hbo� nmgdpbc� \� iheghf

h[t_f_�g_�\uihegyxl��;m^ms__�gZ�wlhf�gZijZ\e_gbb�hij_^_ey_lky�g_h[oh^bfhklvx�j_r_gby�p_eh]h

jy^Z� gZmqguo�� l_ogbq_kdbo� b� l_ogheh]bq_kdbo� aZ^Zq�� hgh� k\yaZgh� k� ihbkdhf� gh\uo� Zjobl_dlmjguo

j_r_gbc��bkihevah\Zgb_f�i_jki_dlb\guo�fZl_fZlbq_kdbo�fh^_e_c�[9,11].
<�aZdexq_gb_�g_h[oh^bfh�hlf_lblv��qlh�^bgZfbdZ�jZa\blby�jhkkbckdh]h�k_]f_glZ�Bgl_jg_l�gZ

[eb`Zcrb_� ]h^u� \h� fgh]hf� [m^_l� hij_^_eylvky� j_r_gb_f� dZd� i_j_qbke_gguo� \ur_�� lZd� b� p_eh]h

jy^Z�^jm]bo� aZ^Zq�� gZijZ\e_gguo� gZ� aZsblm� bgnhjfZpbhgguo� j_kmjkh\�b� k_l_\hc� bgnjZkljmdlmju�

Mqblu\Zy� \kx� \Z`ghklv� ijh[e_fu� b� ihke_^kl\bc� __� jZaj_r_gby� ^ey� [m^ms_]h� kljZgu�� jZajZ[hldZ

]hkm^Zjkl\_gghc�iheblbdb��ih^dj_ie_gghc�kbkl_fhc�ijZdlbq_kdbo�f_j�\�wlhc�h[eZklb��^he`gZ�klZlv

h^gbf�ba�ijbhjbl_lh\�]hkm^Zjkl\Z�
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