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Baxuocts npobieM nHpOpMaIMOHHOH 6e301acHOCTH B ceTH VIHTepHET PONCTEKAET U3 TOTO
3HA4YEHUs], KOTOpoe Mprodpesa 3Ta BCeMUpHasi KOMMYHHKAIIMOHHAs CETh B HACTOSIIIIEE BPEMSI M pOCT
KOTOPOTO MPOTrHO3UpYeTcs Ha Oyyiiee. PaOOThI 10 pa3MiHbBIM acriekTaM WH(POPMAIMOHHON
6e3omacHOCTH, MHPOPMALMOHHO-BBIYUCIUTEIFHBIX CUCTEM B TOM YHCJIE € M KOMITBIOTEPHBIX CETeH,
BeayTcs U B Poccum, B B 0CTAIBHOM MUpE yKe JOCTATOYHO JOJr0, HO (PeHOMEH Ype3BBIYAHO OBICTPO
pa3BUBAIOILEHCS CUCTEMBI TTI00aIbHBIX KOMMYHHKAIIU#, Kakoil siBsieTcst IHTEpHET, BBIBUTaeT HOBBIC
MpOOJIEMbI ¥ CTaBUT CTapble B HOBBI KOHTEKCT. Pemenne 3Tux npobiem Tpedyer, mpexe BCero,
MIPACTATLHOTO PACCMOTPEHNS C HAYYHBIX M MMPAKTUIECKUX MMO3UINH, aHAJIN3a HCTOPHH, TEKYIIEro
COCTOSIHUS M 3aKOHOMEPHOCTEH Pa3BUTHS IJIABHOIO 00BbEKTa — BCEMUPHOM KOMITBIOTEPHOM CETH
Hurepuer.

BaxxHO 0TMETUTH, UTO, HECMOTPSI Ha TO, YTO HA CETOAHSIIHUN NIeHb B IHTepHET OrpoMHOe
KOJMYECTBO MH(OPMAITMOHHEIX pecypcoB, a CIIIA cocpenorodeHo OOJbINe, YeM BO BCEX OCTATbHBIX
CTpaHax MHpPa, BMECTE B3SITBIX, CETh YK€ HACTOJIFKO IUIOTHO MHTETPUPOBAHA B MEXKIYHApOIHOE
UH(OPMALMOHHOE U YKOHOMHYECKOE MPOCTPAHCTBO, YTO HE MOXKET MCIIOJIB30BAThCS TPYIIION JIIoIeH
WM OTAETHHOM CTPaHOW MCKITIOYHUTENFHO B COOCTBEHHBIX MHTEpecax. OHa I0CTaTOYHO BEJIHMKA, YTOOBI
pa3BUBATHCS IO CBOUM COOCTBEHHBIM 3aKOHAM M HE OBITh B HEOOXOIMMOH CTEIICHN YIPaBISIEMOMH,
4TOOBI CYIIECTBOBAJIa BOBMOXKHOCTh 3(P(EKTUBHO B OJJHOCTOPOHHEM IMOPSIJIKE UCIOIb30BaTh €€ B
KayecTBe OpyAus HaraaeHus. VIHBIMU cJI0BaMU, TIPY TIOMOIIX CETH MOXKHO HAHECTH yIepO, HO MpH
3TOM HEBO3MOXXHO COXPAHUTH MIPUEMIIEMBIH YPOBEHb COOCTBEHHOH 3aIMIIEHHOCTH OT aHATOTUIHBIX
aTak. B To sxe Bpems1, pa3sutie MHTepHET ce1a1o BO3MOXKHBIM IIPOBEJCHUE B CETH COTTIACOBAHHBIX
aKIUil ¢ HEJOCTIPKUMOHN paHee MacCOBOCTHIO, B TOM YHCJIE U TIOTCHIMAIBHO OMACHBIX — TAKHX KaK
CeTeBbIe aTaKH WM, HAIpPUMep, BEIYMCICHHS C IIETIbI0 B3JIOMa MU POB.

KpaTtkuii 0630p nctopmmn n nepcnektus pa3sutusa MHTepHer

Pazeutne UHTepHer Hawanock okoio 30 sieT Ha3an v OONBIIYIO YacTh BPEMEHH IPOUCXOANIIO
npeumyniectBeHHO B CIIIA. Cetb pocnia OBICTPBIMU TEMIIAMHU, U IPUMEPHO 15 NeT Ha3ax Havalcs
nepuo]| e€ 6ecnpeneleHTHO OBICTPOTO POCTa, B TOM YHCIIE U B APYTHX cTpaHax mupa. Ceroqus oOriee
KOJH4IecTBO X0cToB B MHTEpHET 6113K0 K 100 MITH., KOTHYECTBO TONIb30BaTelel oneHuBaetcs B 300 —
400 MIH. yel., EMKOCTH MarkuCTpajibHBIX KaHAJIOB COCTABISIOT COTHU MEraOUT B CEKYHIY U
MpUONIMKAIOTCS K TUTaOUTHBIM BenrmuuHaM. [TokazaTenu Poccnu BBITIISIAT HECKOJIBKO 00JIee CKPOMHO!
oxo710 300 ThIC. XOCTOB, MOPsIAKA 2 MITH. aKTUBHBIX MTOJIb30BATEIICH, HO TIPOIECCHI PA3BUTHS CETH UAYT
10 KpaliHEN Mepe He MEHEe UHTEHCUBHO, YEM B MUPE B LIETIOM.

CeTH ¢ makeTHOW KOMMYTaIlMe Hadam pa3padaTeiBaTh B 50-X rojax 1o 3aka3y BOCHHBIX.
Llenbro ObUTO OOECTIEYEHUE YCTOMUMBOCTH CBA3U K HApyLIEHUSIM pabOThI OTAENBHBIX YIAaCTKOB.
HIMeHHO 5TOT KpaeyronbHbIH NPUHIIMIT OPraHU3aluy CeTH JenaeT Hed(h(HEeKTUBHBIMH U MICKYCCTBEHHbBIE
orpanudeHus e€ pyHKIHOHATBHOCTH. JIeT yepe3 maTh — B Hadane 60-X — CTajo MOHATHO, YTO TaKyo
CeTh MOKHO c037aTb. HO OT/IeNbHBIMU 3aKPBITBIMU TPYIIIIAMU PEAIN30BaTh TAKOH MPOEKT
HEBO3MOJXKHO, ¥ 1T03TOMY B 1968 rony Kk HeMy ObUIH HOKJIIOYEHBI HCCIIEI0BATEIbCKHE JIA00PATOPHH U
Hay4Hble HeHTpsl. K 1969 rony cnoxunacek nepsas 6a3oBast HHQPacTpyKTypa, 00beAMHUBINIAS
HECKOJIbKO KOMMYHHMKAIMOHHBIX y3JI0B B BEJYIINX YHUBEPCUTETAX, U MEPBBIC KE IKCIIEPUMEHTHI
roKasaiy, 4to ceTh paboraer. MHdpacTpykTypa OblIa peaocTaBieHa Y4EHBIM, TEXHUIECKUM
CHETHANNCTaM, KOTOPBIE TOJKHBI OBUTH M3YUYHTh M YCOBEPUICHCTBOBAThH €€ BO3MOXKHOCTH H
pa3paboTaTh TEXHOJOTUH U METOABI € mpuMeHeHus. Toraa OblIM CO3MaHBI CeTeBbIE CITYXKObI, KOTOPBIE
u ceiuac sBisitoTcs 6azobiMu 1uist IHTepHET. B niepBoii nonoBune 70-x ObLT pa3paboTaH U 3aTeM
MIOYTH AECATH JIET MPOXOoIuIT "00KaTKy" yHuBepcanbHbIi npoTokos TCP/IP, st koToporo k
HaCTOsIIEMY BPEMEHH CO3/IJaHO MHOTO Pa3JIMYHBIX NPHUIIOXKEeHUH. Bo Bce 3Th nccnenoBaTenbCKue
MIPOEKTHI BKJIABIBAIMCH B OCHOBHOM JIECHBI'M aMEPUKaHCKOT'O TIPaBUTEIbCTBA.

Korna B 1985 roay oopazoBanack cetb NSFNET, éMKocTh KaHATIOB, COSIMHSIBILNX €€ OTIOPHBIC
y3JIBl, cocTaBisiIa Beero 56 kout/c. IlpasutensctBo CIIA Bhlaenuno Ha cpok 1o 1995 roma cpencraa
Ha JjaJbHeHI1e uccle10BaHus, apoOaluio NEePCIeKTUBHBIX TEXHOIOTHH U NPUIOKEHUH , a TakxkKe
JOBOAKY HH(PPACTPYKTYPBI CETH JI0 MPOMBIILICHHOI 3KcIuTyaTanuu. B Hagane 90-x k mpoektam



aKTUBHO Hayalli MPHUBJIEKATh KPYITHbIE KOMMEpYeCKHe KOMIIaHUHU, KOTOPBIE CTaJId Y4acTBOBATh B
COBEPIIEHCTBOBAaHNN HH(PACTPYKTYPHI, NCCIEIOBAHNAX MIPUILICHUBATHCS K pa3paboTKaM U BKIIAJIbIBATH
CpEe/ACTBa B T€ W3 HUX, KOTOPHIE MO’KHO OBICTPO MPEBPATUTD B 3aKOHYECHHBIE MPOIYKTHL. C pa3BUTHEM
KOMIIBIOTEPHOM TEXHUKH U CETEBBIX TEXHOJIOTHH CTaja OBICTPO PACTH MOITYJIIPHOCTH CETH KaK B
aKaJeMUYECKHX, TaK U B IIPOMBIIUICHHBIX KpyTax, cepe OM3Heca, MOsIBIIICS 3HAYUTEIbHBINA
IIaTeXecnocoOHbIi cpoc. Tak ceTh, IepBOHAYAIBHO TPEOOBABIIIAsl HA CBOE PA3BUTHE 3HAYMTENBHBIX
HMHBECTHUIIMI rocyAapcTBa, MOCTENEHHO BhIIIAa Ha camookynaeMocTs. K 1995 rony, koHIy AaHHOTO
TIepro/ia pa3BUTHSA, YKE MOSIBUINCH KOMMEPYECKHE TPOIYKTHI 1 CIIEIIUATTICTHI, KOTOPhIE ObLTH B
COCTOSIHUH UX 00cyXuBaTh. CI0KUBILIAsICS CETh MOJTHOCTHIO Nepeluia B KOMMEPUECKYI0
9KCIUTyaTalMIo — TaK MosiBuIICs MHTepHeT.

C HeOOobIINM OMO3/JaHUEM, HO C aHAJIOTMYHOM MOJIEPKKOM rOCYIapCTBa U AKTUBHBIM
y4acTHeM KpyIHOTro Ou3Heca B TeCHOM B3auMoieiictBuu ¢ Mutepuer B CILIA B Te ke roJipl pa3Buiach
eBpomneiickas naHppacTpykrypa UHTEepHET.

PazButHe cereBoii nHppacTpykTypsl B Poccun Hadanock mosxe, ¢ konua 80-x rogoB. OHako
TEMITHI POCTa poccHiickoro cermenTa MuTepHeT ¢ 1994 rona gake HECKOIBKO MPEBOCXOIAT
CpeIHEMHUPOBBIE, O YeM CBHJETEIILCTBYET, HAIPUMED, AMHAMUKA POCTA KOINYECTBA XOCTOB, EMKOCTH
BHEIIHUX IIIJTF030B B MEXKAYHAPOIHBIE CETH, TIOKA3aTeNIN Pa3BUTHS OTIOPHON MH(PACTPYKTYPHI U
ocsoenust Texunonoruit Murepuer [1, 2].

C 1995 roga B CIIIA BbINOJIHAETCS KPyIHOMACIITaOHas! IporpamMma 1o pa3sBUTHIO HOBOM
HCCIIE/IOBATENbCKOM ceTH Ha 0a3e BHICOKOCKOPOCTHOM MarucTpanu — VBNS. Tak Hauanucs paboTsl 1mo
CO3JaHUIO CETU HOBOI'O IIOKOJICHUS, YCIOBHO Ha3biBaeMol Internet2 (Tak ke Ha3bIBa€TCs OAUH U3
KPYITHEHIITMX MPOEKTOB B 3TOM HampasieHun). Pabots! pacrmanupoansl o 2005 rona. B mpoexte
YK€ y4acTBYIOT COTHH aMEPUKAaHCKUX YHUBEPCUTETOB, HAYUHBIX LIEHTPOB, KAXKAbIH U3 HUX
pa3pabaThIBacT KaKyl0-TO YAaCTh HOBBIX TEXHOJIOTUH, CEPBICOB U IIPHUIOKEHHI Ha UX OCHOBE, U
OJTHOBPEMEHHO FOTOBUT HEOOXOIUMBIE I MX pa3BUTHs Kaapbsl. Dopmupyercs
BBICOKOIIPOU3BOAUTEIbHAS UCCIEI0BATEIbCKAs CETh, KOTOpasi I0KA He HCHONb3yeTCsl IS lepeiauu
obbryHOTO Tpaduka MuTepHeT. Ho yepe3 HeCKOIbKO JIET OHa CTaHET OCHOBOH OOILENOCTYITHOM CeTH
HOBOTO TTOKOJIEHH, paboTaronield Ha KOMMepUYecKnuX Hadajax. B HOBOM mpoekTe rocyapcTBO
BKJIaJbIBA€T CPEJCTBA HE TOJIBKO B Pa3BUTHE 0a30BOM ceTeBOH HH(PACTPYKTYPHL, HO B OOJIbILEH
CTEIEHU B KOHKPETHBIE IEPCIIEKTUBHBIE CETEBbIE TEXHOIOTUH, CEPBUCHI U IIPUIIOKEHHS.

U B EBpore, 1 B pa3BUTHIX perHOHAaX A3HMHU rOCyAapcTBa MOILIH N0 My TH, aHanorugHomy CIIA
— BKJIaIBIBAIOT JICHBI'M B NTEPCHEKTUBY. EBponelickne ceTH MpoABUHYINCH JaKe JabIIe, ITOCKOIbKY
00BeTMHUIKNCH HE B HAIIMOHAJIBHYIO CTPYKTYPY, Kak B CIILIA, a B mexxrocyaapcreennyto — TEN-155
[TouTH Bce eBporieiickre cTpaHbl BKIIQABIBAIOT B He€ cpeacTBa. OHa TakKe 3aMKHYTa M HE
obecreunBaeT MPSIMOTO IMOAKIIOYEHHUS YIaCTHUKOB K TpanuiroHHomy Marteprer. [poiiner emé
HECKOJIBKO JIET, ¥ B €€ paMKax OyAyT CO3aHbl pEIICHHUs, KOTOPbIE CTAaHYT OCHOBOW HOBBIX CETEBBIX
TEXHOJIOTHIA: HOBBIE TPOTOKOJIBI MapIIPYTH3AIINH, PEIICHHs], OpUEHTHPOBaHHbIe Ha [Pv6, HOBBIE
CITy>k0BI, CO31aHHE KOTOPHIX OBLTIO HEBO3MOXKHO Ha MIHTepHET nepBoro mokosieHus. Toraa co3naHHbIe
yu€HBIMU TEXHOJIOTUH OyIyT IepeaaHsl B KOMMEpUecKoe ueronb3oBaHue. K atomy Bpemenu Oyner
MOJITOTOBJIEHA U UHPPACTPYKTypa, U HE0OOXO0ANMbIE TIPUIIOKEHHS, Ha Hel paboTaroiue, 1
COOTBETCTBYIOIIHE KaAphl. IMEHHO B pa3BUTHHU MOAOOHBIX MPOEKTOB, HA MO B3TJIS, TOJKHA
BBbIpa)kKaThCsl OCHOBHAs MO iepkKa MIHTEpHET co CTOpoHbI rocyiapcTsa 1 B Poccun.

B Hacrosmee BpeMs rocyqapCTBeHHas MOIAEP/KKA Pa3BUTHS KOMIIBIOTEPHBIX
TEJIEKOMMYHHUKAIUI OCYIIECTBIIETCS B OCHOBHOM depe3 MexxsenoMmcTBeHHyo porpammy HCKT
HBIII (HarmoHanbHast ceTh KOMIBIOTEPHBIX TEICKOMMYHHUKAILUH T HAYKH U BBICIICH HIKOJIB). B
OTJIMYKE OT aHANOruuHbIX HanuoHanpHbIX IporpaMM KpynHEHIUX cTpad Mupa MexBeqoMCTBEHHAs
nporpamma B Poccun coxpansietT puHaHCHpOBaHUE 000MX HATIPABICHUIH:

—  TEXHOJIOTHH, PECYPCHI U MPUIIOXKEHUS TPaJULIMOoHHOro MHTepHeT kak MeTaceTn ob1iero
nosp30BaHus (Ha 6a3e onopHoit cetn RBNet);

—  TEXHOJIOTHM, PECYPCHI U NIPUII0KEHHs1 IHTEpHET HOBOrO IOKOJIEHHs KaK BHOBb HAPOXKJAIOLIEHCs
BBICOKOTIPOU3BOAUTENBHON HHPPACTPYKTYPBI CO CBOEH (OTIIMYHON OT TpaAULIMOHHOTO MHTEpHEeT)
MIOJIUTHKOM HCTIIONB30BaHMs U PA3BUTHS.

HeobxomumocTs huHaAHCHPOBaHHS PabOT HA TICPBOM HAIPABJICHHUU CBs3aHAa ¢ 00JIee O3 THUM
BkitoueHneM Poccnu B MupoBoe MHTepHEeT-co001I1ecTBO, C HEPa3BUTOCTHIO 0A30BBIX COCTABIISIONINX
HarnronanbHoit ceTeBoit MHPACTPYKTYPBI, B IEPBYIO OUEpPE/ib, TPAHCIIOPTHOM CPE/Ibl, HATUIHEM
MOHOIIOJIU3MA H PSIJIOM JAPYTHX OOBEKTHBHBIX (haKTOPOB.

B pamkax nepBoro HanpasieHus: MeXBeJJOMCTBEHHOW TIPOrpaMMbl Ha 0a3e BOJIOKOHHO-
onrtuieckoit Mmaructpanu AO «Pocrenekom» (Ha yCIOBHSIX apeH bl KaHABHBIX eMKocTei) B 1996 —



1998 rr. moctpoena u ycremHo skcruryarupyercst RBnet (Russan Badkbone network) [3,4] —
HanmonanbHas omopHast ceTh U1l HAyKH 1 o0pa3zoBaHus. Poccuiickas onopras cets RBnet co3nana
KaK MarucTpayibHas nHppacTpykTypa 1t HarpoHanbHo# HayuyHO-00pa3oBarensHol cetu. B
HacTosIIee BpeMst 3TO OJHA U3 CaMbIX OOJIBIIMX MarucTpaibHbIX |P—cereit B Poccnu, coenunstonias
6oxee 30 perHOHOB CTPaHBbI.

OpmHoM U3 BaxXHEWIUX 1eiel MeXBeTOMCTBEHHOM MPOTrpaMMEbI OBLITO IIOCTPOCHUE
9KCHEPUMEHTAIBFHOTO SIIpa BEICOKOCKOPOCTHON CeTeBOH MH(PPACTPYKTYPHI ISl NCCIIECTOBAHUS 1
anpo0alK TeJIeKOMMYHUKAIMOHHBIX M MHYOPMAIIMOHHBIX TEXHOJIOTHI HOBOT'O TIOKOJIEHUS,
CYNEepKOMIBIOTEPHBIX MPUIIOKEHHUH 1 MTOITAITHOE PA3BUTHUE C I[EIbIO MPEBPAIEHIs B UHPPACTPYKTYPY
CeTH HallMOHAIBHOT0 MacmTaba. [IepBbIM MPOEKTOM B 3TOM HalpaBiIeHUH ObLIO co3fanue B 1996 —
98 rr. sxcriepumenTaibHoro ATM—mnonurona Ha 6a3ze cetn MSUNet MOCKOBCKOT0 Tocy1apCTBEHHOTO
yauBepcutera M. M. B. JloMoHOCOBa M OpraHu3anysi COBpeMEHHBIX BBICOKOCKOPOCTHBIX CITYKO
Wuteprer nosepx mpotokosna ATM.

B HacTosiiee BpeMsi BRICOKOPOU3BOAUTEIbHBIC IKCIIEPHUMEHTAILHBIC TTONUTOHBI Ha 6aze ATM
MOCTPOEHBI U YCIEIIHO IKCIUTyaTHPYIOTCS He ToIbKk0 B Mockse, (ceth RASNet PAH, Freenet, Relarn
IPu np.) u Cankr-Ilerepbypre (RUNNEet, Pokcon, RUSNet), Ho u B EkarepunOypre u Biagusocroke,
Pocroe, Camape. u Kpacnonape . Uner npoiiecc 00beTMHEHNS TAKUX UCCIIET0BATENBCKHUX MTOJITUTOHOB
B €JIUHYIO BBICOKOIIPOU3BOAUTENbHYIO HayuHO-00pa30BaTenbHyto ceTb Poccuu.

®DopMHpoBaHKE BHICOKOIIPOM3BOIUTEIBHBIX ceTeil B Poccuu BBI3BaIO HHTEPEC CO CTOPOHBI
Hammonansaoro nayuHoro ¢gonga CIIA. Pesynprarom coTpyaHHYECTBa B 3TOM
obactuMuHmCTepCTBa HayKH U TexHonoruit PO n Hanmonansroro Haywynoro ¢onga CILIA crano
otkpseiThe B 1999 r. B pamkax npoekta MirNet npsimoro nugpoBoro ATM-kaHaia cCBs31 MEX/1y BHOBb
(opmupyroLIecs: pOCCUIICKON BHICOKOIPOU3BOAUTEILHON CETHIO M CAMON CKOPOCTHOM Ha CEro/iHs B
MHupe aMepuKkaHcKoi ceThio VBNS. Toukoit noctymna k atomy kanany B CIIIA cran mepsblif y3en
TPaHCHAIIMOHAILHOTO 00OMEHa Tpa(hHMKOM BBICOKOIPOU3BOAUTEIBHBIX MEKAYHAPOIHBIX U
HaIMOHAJLHBIX ceTeil Hayku u oOpa3oBanus STAR TAP B Uukaro. C nosiBiieHHEM 3TOTO KaHaia CBSI3U
poccHiicKHe BBICOKOIPOU3BOAUTENBHBIE CETH HAYKH W 00pa30BaHMs MOIYyYMIA BO3MOXKHOCTB JIOCTYTIa
K aHAJIOTHYHBIM ceTsiM He ToJibko CIIIA, Ho u apyrux ctpad Mupa [5]. Takum 06pa3oM, co3IaHbI
MIPEITOCHUIKH JIsl paBHOIIPAaBHOTO y4yacTusi Poccun B Hanbouree nmepejoBhIX MPOeKTax Mo Pa3BUTHIO
COBPEMEHHBIX CETEBBIX TEXHOIOTHH.

OcHoBHBIE Tpo0IIeMBl VIHTEpHET CEerOHSIIHETO THS:
—  OrPaHMYCHHOCTH a/IPECHOTO MPOCTPAHCTBA;
—  Ieperpys3ka MapHIpyTH3aTOpOB Ha MarucTPaJbHBIX KaHAJIAX;
—  HeoOXoAMMOCTb obecredeHus kauecTBa cepuca — QOS U pe3epBUpPOBaHUS PECYPCOB;
—  uH(pOpMaIOHHAs 6€30IaCHOCTS;
—  peryJupyeMoCTb.

I'maBubIe 3amaun npoektoB NGI u Internet-2 (CILIA) B Gnmkaime rojIsl: MarucTpani
&MKOCTBIO J10 2,4 T'0uT/C, SKCTIepUMEHTAIIbHASL CETh C MOJIOCOi mponyckanus 10 1 I'out/c (CkBO3HOM),
JIOCTHKEHHE CKOPOCTH KoMMyTanuu nakeroB 1 Tout/c. C 310ii enbio Ben&rcst paborta Haj ciryx0amu,
MPOTOKOJIAMH ¥ CHCTEMaMH, 110 TAKMM HaIlPaBIICHUSAM, KaK:

- QoS;

— 0e30macHOCTh M yCTOWYHBOCTB;

—  yIpaBICHUE U TEXHHYECKOE COIPOBOMKICHHUE CETEBBIX CHCTEM U PECYPCOB;

—  MPOTOKOJIBI MapIIPyTU3aLUH, KOMMYTALUH, ITHPOKOBELIAHHS, TPAHCTIOPTUPOBAHUS, 3AILUTHI;
—  HOBBIC OIEpaIMOHHbIC IATHOPMBI KOMITLIOTEPOB;

—  pacmpeaenéHHbIE Cpelibl TSl KOJUICKTUBHOM pa3pabOTKH MPUIIOKESHUH.

B oTHOCHTENBHO KpaTKWi U 3aBEOMO HETIOIHBIN CITMCOK OCHOBHBIX HAIIPaBJICHUH pa3BUTHSA
TexHosorui VIHTEepHET, 10 KOTOPHIM Ha CErOAHSIIHNHN JIeHb BEAYyTCs akTUBHBIE paboThl B Poccum, B
ToM umcie B MI'Y um. M. B. JIoMOHOCOBa, MO>KHO BKJIFOUHUTb CIAEAYIOLIHE:

—  ceTeBas MMOJAJEPIKKA BEICOKOCKOPOCTHOW MHTEIPHPOBAHHOW CETH (HOBBIE TPOTOKOJIBI
Mapuipytuzanud, IPvo, IP noBepx ATM, obGecrieuenne kayecTBa CepBUCca U MHOTOE IPYTOe);

— 0e30macHOCTh CeTH (3aIMIIEHHBIC ONEPAL[MOHHbIE CPEJIbl, AKTUBHBIN ayANT, yIIPaBIIEMOCTb CETH,
COBpPEMEHHbBIE CHCTEMBI HICHTU(DHUKAIINN U 2y TEHTH(OUKAIIH);

—  pacnpenenéausle npuitokenns (texaonorun CORBA, XML u T. 11.);

—  MHOT0aJpecHbIe U MIHPOKOBENATEIbHBIE MYyIbTUMEINA-CUCTEMBI;

—  COBpEMEHHbIE KJIAaCTEPHBIE TEXHOJIOTUH;

—  ceTeBoil MOHUTOPHHT (KOHTposIb ATM-KaHaIOB C OTIEpaTUBHBIM aHAIN30M PE3YJIbTATOB);

—  MOJENH U METOJIbI MCCIIEIOBAHNS KPYITHBIX CETEBBIX CTPYKTYD.



MUHdpopmaumnoHHana 6e30nacHOCTb B OTKPbITbIX IP-ceTsax

OpHo#t M3 BakHEHIIUX po0ieM, 00YCIIOBICHHBIX OECTIPENeICHTHO OBICTPBIM POCTOM
WuTepHer u ero BiusiHEEM Ha Bce cepbl )KU3HHU 00IIECTBa, cTaja mpodieMa obecredeHus
Oe3omacHOCTH MH()OPMAIIMOHHBIX PECYPCOB CETH, U 3aIIUTHI CETeBOM HH(PPACTPYKTYPHI,
MOJJICPKUBAIOIIEH 3TH pecypchl. [[iist 3TOro ecTh Beckue ocHOBaHHs. JJ0CTaTOYHO KOHCTATHPOBATH
00BEMBI yrpo3 Ha npumepe CIHIA: mo pesysibraTam uccnenoanuii (onpocos) MHcTuTyTa
KommbloTepHOM 6e3onmacHocTr 1 OBP B Teuenue 1999 r. 30% ceTeBbIX KOMIIBIOTEPOB B3JIOMaHO,

57% — arakoBaHO BHEIIHUMH IOJIb30BATENSAMH, 55% — BHYTpeHHUMH, a 110 33% HE U3BECTHO, OBLTH JTN
B3JIOMaHbl, HJIM HET, OOIIWH yIepO 3a roji COCTaBUII HECKOJIBKO MIIP/. A0JUI.. B mpoekre OropkeTa
CIIA na 2000 r. BBIIEICHO OKOJIO 1,5 MITp/I. TOJIJI. Ha KOMIIBIOTEPHYIO 0€30ITaCHOCTH U 3aIUTY
KPUTHUYECKH BOKHOM MHOpMaLUH.

OaHMM U3 MIEPBHIX B 3TOM HalpaBJieHHH ObLIO HcciieioBanre MuHucrepcTBa o6oponsl CIITA
(DoD), B pe3yabrare kotoporo B 1980 — 82rr. 6puti pa3paboTaHbl peKOMEHIAMSAMH TI0
WCTIOJIb30BaHHUIO MEXKCETEBOI apXxuTekTypsl mpotokosioB DARPA B kauectse 60a3zoBbix Ha DDN
(DefenceDigital Networks). C Tex mop paGoThl B 3TOM HaIpaBICHUH [EICHATIPABICHHO BELYTCS He
TonpKO Ha | P-ceTsix "cuioBeix" BemomceTB CILA, HO U Ipyrux SKOHOMHYECKH PA3BUTHIX CTPAH MHpA.
[Tozxe, HO ¢ HE MeHbLIEeH HHTEHCUBHOCTHIO, HAYAIUCH PAOOTHI IO CO3IAHHIO. CUCTEM
nHpOpMaMOHHOK Oe3omacHOCTH B IHTEpHET B MHTEpecax ApyryuX HalpaBlIieHHH TOCYAapCTBEHHOTO
MIPOM3BOJICTBEHHO-XO035HICTBEHHOTO KOMIUIEKCA, aKaZeMUIeCKOH cdeprl, OnzHeca u ap.. bonbmuHCTBO
uccieoBaHuil B 06macTi HHGOPMAMOHHON 6€3011aCHOCTH NPOBOJIATCS KOMJIEKTUBAMHU HAYYHBIX
LIEHTPOB ¥ YHHUBEPCUTETOB B paMKaX MPOEKTOB Ha BHICOKOIIPOU3BOAUTEILHBIX MOJIMTOHAX
HCCIIE0BATEIbCKUX CETEN.

IToaxomb! k penieHuto mMpodiieM HHPOPMAITHOHHOW OE30MaCHOCTH Ha poCcCHCKuX [P-ceTsx
JIOJDKHBI CTPOUTHCSI HA OCHOBE aHAJIM3a OIBITA HA 3TOM HAlPaBJICHUH, HO C yYETOM CHEenH()UKN
MIPOLIECCOB Pa3BUTHUS poccuiickoro MHTepHeT. B ycnoBUsX orpaHUYEHHBIX BO3MOKHOCTEN
rOCyJJapCTBEHHOTO (PMHAHCHPOBAHUS 3TUX PadOT HE0OXOANMO COCPEOTOYNTh BHUMaHHe Ha Hauboiee
BXHBIX (KITFOUCBBIX) 33/1a4aX U HAUTH METOJBI UX PEIICHUS, OMUPAIOIITIECS Ha BEICOKAN TTOTEHITHAI
POCCHHCKHX MaTeMaTHYEeCKUX M MPOTrPAMMHUCTCKUX HIKOJL.

HarmonansHsrit cermenT MHTEpHET, Kak 1 MeTaceTh B IETIOM, TIPECTABIACT COOOH
COBOKYITHOCTb MHO>KECTBA CETeH (JIOKaIbHBIX, MECTHBIX MM PETUOHAIBHBIX, BEJOMCTBEHHBIX WIIN
KOPIOpaTHBHBIX ), UMeroluX npsimbie (ISP) wiu omocpenosanubie (depe3 | SPunu cybnposaiinepa)
KaHAJIBI CBSA3H C 3apyOeKHBIMH ceTsiMH. Kaxkaas u3 Takux ceTeil MMeeT CBOIO aIMUHHACTPATHBHYIO
NOAYMHEHHOCTD, 00NalaeT cBoel HHPPACTPYKTYpol 1 MH)OPMAILIOHHO-BBIYUCIUTEIEHBIM PECYPCOM,
KOTOPBIE ONPENEIISIOT CIeNU(PHUKY HIMEHHO 3TOH CETH B peallu3alliy CHCTEMBI MEp Ha
aJMAHUCTPATUBHOM (TTOJTUTHKA OE30IaCHOCTH ), OTIEPAIlIOHHOM (paboTa ¢ JII0bMH) H,
COOTBETCTBEHHO, IPOTrPAMMHO-TEXHUIECKOM ypoBHE. OJTHAKO, OTTAJIKUBASICh OT CJIOKUBILEHCS
CTPYKTYPBI POCCHICKOTO cerMeHTa MHTEepHET (12 U He TOJNBKO POCCUICKOT0), B KA4ECTBE THIIOBOTO
JJIEMEHTA CJIOKHOHN HepapXUIecKOH CHCTEMBI COCTABIISIONINX €€ ceTel, HHPPACTPYKTYPHBIX U
UH()OPMALMOHHO-BEIYHCIUTEIBHBIX PECYPCOB, KOTOPBIE TPEOYIOT 3aIlUThI, CIIEAYET PacCCMaTPHBATh
KOPITOPaTHBHYIO (MIJIM BEIOMCTBEHHYI0) CeTh. Takasi CeTh, Kak IMpaBuJIO, MOAYMHEHA KPYITHON
OpraHu3aIf{ WX BEIOMCTBY, HIMEET HECKOJIBKO PAaCHpeAeIEHHBIX (Ha MECTHOM WIIH JIaXe
MEXPETHOHAIBHOM YPOBHE) TOYEK MPUCYTCTBUS (KAMITYCOB).

Conepxannem 3amaun nHpopMaImonHoi 6ezonacuoctu (UB) B cetn siBnsieTcs 3ammura
MH(POPMAIIMH U CETEBOW UH(PPACTPYKTYPHI OT MIUPOKOTO CIIEKTPA Yrpo3 — BHYTPEHHHUX U BHEIITHHUX,
MpeHaMepEeHHbIX U cIy4YalHbIX. J{71s BBIOOpa a/IeKBaTHBIX MEp MPOTHBOACHUCTBHS yrpo3amM
HeoOXxouMa ux noJpoOHast kiaccuukanys. B yacTHOCTH, pa3nnyHas MOJIUTHKA O0e30MacCHOCTH
TpeOyeTcs Ui pa3IuuHbIX 00BEKTOB (CETel): PEKUMHOTO YUPEIHKACHUS, KOMMEPUECKOTO
MPEINPUITHSI, HEKOMMEPUYECKO! (akaJeMU4ecKoil) opranuzanuu. VIcTOYHHKaMu yrpo3 MOTYT OBITh Kak
moau (TI0JIb30BaTEIH U aJMHUHUCTPATOPHI, YMBIIIUIEHHO WJIH 110 HEKOMIIETEHTHOCTH), TaK
HEHCIIPABHBIC TEXHUUYECKHE CPEACTBA, U, PH ONPEIEIEHHBIX YCIOBUSIX, IPUPOIHBIE sIBICHUS. B uncne
OCHOBHBIX HalpaBlIeHUH POTUBOJICHCTBUS YIPO3aM MOXKHO YKa3aTh CIIEAYIOLIHE:

—  JIMKBHJMPOBATH BO3MOXKHOCTH OCYIIECTBHUTD aTaKy, TEM CaMbIM MPENIOTBPATUTH YIEPO;
—  TPUHITH MEPHI MO COKPAIECHHIO yiepOa:

— COKpAaTHUTb NOJBEPKEHHBIN yrpo3e 00bEM pecypcos,

— COKpAaTHTbh BPeMs BOCCTAHOBIICHHS,

— OpraHM30BaTh paHHEE NPEAYNPEKICHNE;
—  OOHapyXHTh 3JIOYMBIIINIEHHUKA TIOCIIE aTaKH.



Jlis ceteBoi MHGOPMAITK IPHUHSITO pa3Inyarh yrpo3bl JOCTYITHOCTH (HEBO3MOXKHOCTh
MOJIYYHUTh MH(OPMAIHIO 32 IpHUeMIIEMOE BpeMsI), IEJTOCTHOCTHU (HapyIIeHHE aKTyaIbHOCTH,
HENPOTHBOPEYNBOCTH, Pa3pyILIEHNE WIN HECAHKIIMOHUPOBAHHOE W3MEHEHHE) U KOH(DUACHINATBHOCTH
(HecaHKIIMOHMPOBaHHKIH MTpocMoTp). C yueToM MHOT000pa3us CyObEeKTOB — TOTEHIHATIBHBIX
HapyLIUTENEH, METOJIOB M CPEJICTB KaK MOATOTOBKY U pPEAM3alMY aTaKy, TaK U 3alUThI, TU
po0JIEMbl TPAAULMOHHO BKIIOYAIOT HECKOJIBKO YPOBHEH pean3aliy, KaX bl U3 KOTOPBIX HMEET
CBOM 33/1a4¥ U ITyTH pellieHus. B uncne Takux ypoBHEH MOXHO yKa3aTh 3aKOHOJATENIbHBIMH,
aIMUHUCTPATHBHBIH, OTIEPAIIMOHHBIN U IPOrPAMMHO-TEXHUYECKUiL.[6].

3akoHomaTeNnbHbIi ypoBeHb b BKiroyaeT B ce0s Kak Mepbl MPSIMOTO 3aKOHOAATEIBHOTO
JecTBHS (KBATH(UIUPYIONINE HAPYIICHUs U HApYIIUTeNel), TAK U Mepbl HAMIPABIISIOIINE U
KoopauHupyroiue (oopazoBanue B obnactu Vb, pa3paboTku u pacpocTpaHeHHe CPeCTB
obecneuenus 1B).

AnMuHUCTpaTHUBHBINA ypoBeHb Vb npenycmaTpuBaeT cieayronie CoCTaBIISIONIUE:
— moiuTuka 0e30MacHOCTH (JIOKYMEHTHPOBAHHEIE YIIPABICHUECKUE PEIICHHUS ISl 3alUThI
nHpOpMaLMH 1 HHPPaACTPYKTYpHl HA OCHOBE aHAJIM3a PHCKOB),
—  yIpaBJCHHE PUCKAMHM, KOOPMHALMS JESITEIbHOCTH, CTPATETUYECKOE YIIPABICHUE U KOHTPOJIb,
—  KOHTPOJIb CEPBUCOB O€30MACHOCTH .

Onepaunonssiit yposenb b monpa3zymeBaer Takue MEpOTIPUSATHSL, KaK:
—  YIpaBJIECHHUE IEPCOHATIOM,
—  ¢usnyeckas 3aimra,
— TojzepkaHue paboTOCIIOCOOHOCTH M BOCCTAHOBJIEHHUE ITOCTE COOEB,
— 3abyaroBpeMeHHas popaboTKa peakly Ha HapymeHus pexxuma 1b.

[IporpammHo-TexHHUECKU ypoBeHb b coaepKuT cienyromue cCepBUCHI:
—  uaeHTH(UKAIMS U Ay TeHTU(UKAIINS,
—  yIOpaBleHHUE JAOCTYIIOM,
—  NPOTOKOJHMPOBAHHUE U ay[HT,
—  xpunrorpadus,
—  9KpaHHpOBaHHE.
OTOT YpOBEHb, Kak HanOosee crenupruecKuii 1iis npodiem 6ezonacHocTu B IHTEpHET,
paccMoTpuM OoJiee moAPOOHO.

MporpaMMHO-TEXHUYECKHNI YPOBEHb MH(POPMALIMOHHOMK 6€30NacHOCTH

[TporpamMMHO-TeXHHYECKHE MEPBI, 0OecreunBatone HHHOPMAIOHHYIO 0€3011aCHOCTD B
WuTepHeT, cTposiTca Ha TeX BO3MOXKHOCTSIX, KOTOPBIE TIPEOCTABIISIET ISl STOT0 MEKCETEBOU
npotokou |P (ceTeBoii ypoBeHb ABIAETCA KIIOYEBBIM, HanOOIee MOAXOISIINM JUIS PEIICHUS STHX
3axa4) u crek mpotokoioB TCP/IP Ha ero 6aze. U3HauansHo paspabarsiBacMast Uist
ucciaenoBarenbekoit cetr (1973 — 83rr.), 6e3 yuéra TemnoB pa3putus MHTEpHET B OyAyLIeM U ero
BJIMSAHHA Ha OOILIECTBO, MECTO B MUPOBOM MH(OPMALIMOHHOM IPOCTPAHCTBE, BHYTPEHHASA CTPYKTypa
|P-makeToB He Oblia B JOIDKHON Mepe OPHEHTHUPOBAaHA Ha PElIeHue 3a1ad HHPpOpMaIlMOHHOM
6e3omacHOCTH B TOM 00BbEME M MaciTabax, KOTOPBIE MPEIBIBIAIOT CErOAHA (a TeM Ooee, Ha
Oyayuiee) HHTEPHET-IPHIIOKEHHS.

Jlig mocTpoenus cucTeMbl HHGOPMALTMOHHON 0€30ITacHOCTH, a/IeKBaTHOH MTOTPEOHOCTIM
KopropaTHBHOH | P-ceTn, He0OX0ANMBI CIIeAYIONIIE CPENICTBA 3ALIUTHI IIPOTPAMMHO-TEXHUYECKOTO
YPOBHSI:

—  CpeACTBa peayu3aliy 3aIIUIIEHHBIX KOMMYHHUKALMH 110 OTKPBITBIM KaHajlaM MEXy TOUKaMu
MIPUCYTCTBUS CETH;

—  MEXCeTeBbIe IKpaHbI (pa3rpaHudeHue JOCTYIIA);

—  cpencrtBa uaeHTHGUKAIMHI/ay TeHTU(DUKAINH, TI0/ICPKUBAIOIIIE KOHIIETIIUIO €ANHOTO BX0/1a B
ceTh (M0Ib30BaTelb OAUH Pa3 MPH BXOJE T0KA3bIBAET CBOIO MOUIMHHOCTD U Jlajiee UMEET JOCTYII
KO BCEM CEpBUCAM CETH B COOTBETCTBUH C MMEIOLIMMUCS ITOJTHOMOYHSIMH);

—  CpeAcTBa MPOTOKOIMPOBAHMSA U ayInTa, 00eCIIeYrBaIOIIe MOHUTOPHHT CETH Ha BCEX YPOBHSIX,
BBIABJISIOLINE MTOJO3PUTENBHYIO AKTHBHOCTD U PEAN3YIOLINE ONIEPaTHBHOE pearupoBaHue;

—  CpeACTBa 3alUTHI, BXOASIIHME B COCTAaB MPUIOKEHUH, CEpBUCOB U alllapaTHO-IIPOTPaMMHBIX

w1athopm;

CpEICTBa LIEHTPAIM30BAaHHOTO aIMUHUCTPHUPOBAHHUS CETH.

COBOKYITHOCTB 3THX CPEJCTB IPHU3BaHa B 3HAYUTEIHHOW CTEIIEHH MOKPHITH IOTPEOHOCTH
3aIUTHl HA IPOrPAMMHO-TEXHUYECKOM ypoBHE. OHAKO CIIeIyeT 3aMETUTh, YTO HA CETOAHS TAKOTO
Habopa cpencTB, 00ecredeHHbIX cepTUUKaIMeH 1o TpeOOBaHUSAM 0€301IaCHOCTH, HU JIJIS



TOCYJJapCTBEHHBIX YUPEXKJACHUH WM BEIOMCTB, HU, TeM 0oJiee, KOMMEPUYECKHX CTPYKTYD B
HeoOxonuMoM 00béMe He cymecTByeT. CepruduunpoBanasie PAIICH cucrema "HHINIT" ms
MOJIePKaHKsl YaCTHBIX BUPTYaJbHBIX CETEH, cpeicTBa Kpunrorpaduyeckoii 3ammrel "Bepoa", psin
MEKCETEBBIX IKPAHOB JJISl HCIIOJIB30BAaHUS B CETSIX IOCYNapPCTBEHHBIX OpraHu3anuii, samuménnasie OC
u CYB]] cocTaBisfoT TUIIF Mayto 9acTh HeoOXoauMoro Habopa. C oTHOM CTOPOHEI, 3TO 0OBEKTUBHO,
NpUHKMMasi BO BHUIMaHKE TOT KOPOTKUI BPEMEHHOW MHTEPBAJ, B TEUCHUE KOTOPOIO IIPOHCXOANIIO
CTaHOBJIEHHE POCCUICKOTO cerMeHTa MIHTEepHET, U SKOHOMHYECKYIO CUTYalMIO B CTpaHe B 3TH rojsl. C
JIPYTOH CTOPOHBI, OTMEUEHHBIE 0OCTOSITENbCTBA YKA3bIBAIOT HA HEOOXOIMMOCThH MTONCKA
HEOpJMHAPHBIX, KOMIUIEKCHBIX IMOIXO0B Ha 3TOM HAIpaBlIeHUH, OObEIUHEHHUS YCHINNA BeIyIUX B
9TOH 00J1aCTH OpraHMU3aluil U CIIEUATUCTOB [T OJArOTOBKM He00X0auMoro Habopa CpecTB
MIPOTPaMMHO-TEXHHYECKOTO YPOBHS B OTHOCHUTEIIFHO KOPOTKHE CPOKH.

Jly1s1 5TOr0 HE0OXOIMMO OIPEIEITUTh CETEBBIE MOJIUTOHBI, HA KOTOPHIX 3Ty Pad0Ty MOXHO OBIIIO
651 3¢ppekTHBHO OpraHM30BaTh (Kak Ha MOMCKOBOM, HCCIIEAOBATEIHCKOM, OIIBITHO-KOHCTPYKTOPCKOM
JTane, Tak ¥ Ha dTare anpoOaly U TECTUPOBAHUS ), IIEIEHAIIPABICHHO, C YYETOM YK€ HMEIOIUXCSI
OTIBITa M HAPaOOTOK MPOBECTH MMOA00P OPraHU3aAIMiA U TPYIII CIEIUATUCTOB, TOJITOTOBUTD
CKOOPJIMHUPOBAHHYIO IPOTpaMMy JCHCTBHH (ITPOEKTHI), OMPEAEITUTHCS C HCTOYHUKOM
(MHAHCUPOBAHUS U MIPUCTYNUTDH K peaIM3alliH IPOrPaMMBI.

To, 4TO TakHe OpraHU3aNUH, CIICIIHAIUCTBI, IOJMUTOHBI €CTh, CYIIECTBYET OIBIT M IEJbIH P
HapabOTOK B 3TOW 001aCTH, COMHEHHS HE BbI3bIBaeT. [[pHMEpOB, CBSI3aHHBIX C Pealn3aliei TeX Wil
HHBIX CPEICTB IIPOrPaAMMHO-TEXHUYECKOT0 YPOBHsI, MOXKHO IPUBOANTE MHOT0. KOpOTKO OcTaHOBUMCS
Ha KaXJIOM U3 TPOrpaMMHO-TEXHHYECKUX CEPBUCOB C KOMMEHTAPHUSIMHU IO IPOOIeMaM, KOTOPbIE
CYIIECTBYIOT M MOTYT OBITh IPHMEPAMHE TOTO, YTO CACTAHO (HaM 3TO JIET4e JeIaTh Ha OIBITE CETH
MSUNet MockoBCKOT0 YHUBEPCUTETA) U UTO CIEAOBAIO OBl M0 KAKJOMY CEPBUCY ClIENaTh, HA HAII
B3IUISIL, B OJTDKaiiIee BpeMsl.

HpenTnduxanus u ayreHTHUKANMS — [IEPBBII U OCHOBHON pyOex obecrieueHus
6€301acHOCTH Ha IIPOrPaMMHO-TEXHUUECKOM YPOBHE, TaK KaK OCTaJIbHbIE CEPBHUCHI 3TOI0 YPOBHS, KaK
MIPaBMII0, pabOTAIOT ¢ HOMMEHOBAaHHBIMHU CYOBeKTaMU. MneHTnuKanms no3BoiseT cyObeKTy
(mop30BaTeNIo, MPOLIECCy, yCTPOUCTBY U T. I1.) Ha3BaTh ce0s, ayTeHTHU(UKAINSA — TOATBEPIUTEH CBOIO
MOJUTMHHOCTB. [10/NTMHHOCTE MOXeET OBITh JJOKa3aHa ITyTeM MPEIbSIBICHHUS OJTHON U3 CIEIYIONINX
CYLIHOCTEH:

—  TOro, 4YTO CYOBEKT 3HaeT (HarmpuMep, napoJs);
—  TOro, 4eM CyOBeKT BiajieeT (HalpuMep, MarHUTHOM KapTOYKH);
—  TOrO, YTO SIBIISICTCS HEOTHEMIIEMOU YaCThiO CyObheKTa (Harmpumep, o0pasiia royioca).

OCHOBHBIE TIPUHITUIIHI TOCTPOSHUS CHCTEMBI ayTCHTU()UKAIH:
—  IEJOCTHOCTB,
—  IEHTPaIM30BaHHOCTD,
—  THOKOCTB,
—  MOAYJIBHHOCTb.

B Hacrosiiiee Bpems CyIiecTBYeT T0CTaTOYHO MHOTO METOJIOB HACHTU(PHUKALINT 1
ayTeHTH(UKAIMHY [T pa3InYHbIX BAPHAHTOB M CPeJl IOCTYIa, CTOMKMX KO MHOTHM BHIaM artak. K
OCHOBHBIM ITpo0JIeMaM Ha IyTH UX BHEIPEHHUS CIEeIyeT OTHECTH ClIeIyIOLIne:

—  CYIIECTBYIOUINE METOJIBI M CPEJICTBA HACHTUDHUKAIINH/AY TEHTU(HUKAIINHE HE COCTABIIAIOT
YHUPHUIMPOBaHHOW (€IMHOIT) CHCTEMBI, KOTOpas odecrieunBaia 061 001He (HE 3aBUCSIINE OT
OTZIEJBHBIX MPUJIOKEHUI) MEXaHU3MBI €€ TIOTIOJIHEHUS], HCIIOIb30BAHMUS U Pa3BUTHS;

— 0OBEKTHUBHO reTeporeHHas anmapaTtHas 0a3a u nmporpaMMHoe obecriedeHue (B IepBYIO ouepeb
OC — omeparioHHas Cpeaa) B HHTEPHET-CETAX YCIOXKHSIIOT CO3/JaHne YHUPHUINPOBAHHOH (XOTA
ObI 110 TTO/IX0/IaM K CO3aHHI0) CHCTEMBI HACHTH(UKAINH/ay T HTU()HUKAIMH.

Kaxk nepBble mard B TOM HalpaBICHHN MOYKHO PacCMaTPUBATh PE3YIbTaThl padoT B paMKax
MmeskayHapoaHoro nmpoekra PAM (Pluggable Authenticaiion Modules — BetpanBaemMbl Moy i
ayrentudukarmu [http://linux.kernel .org/pub/linux/li bs/pam/index.html] . IIpenmyectsa
LIEHTPUPOBAHHON, MOy TbHON TMHAMUYECKON CXEMBI ayTeHTU(HUKAIMY ObUTH orieHeHs!, PAM
MOJTYYHIT ITUPOKOE pacrpocTpanenue, cra yacthio OC RedHat (Linux). IpomomkenueM aTix paborT,
HaNpaBJeHHBIM Ha ycTpaHeHue HepoctatkoB PAM, crnenyet paccMaTpuBaTh pabOThI HAll IPOSKTOM
PNIAM (Pluggable Nonlnteradve Authentication Modules [http:www.msu.ru/pniam/

pniam.html]

YipaBieHue 10CTYIIOM IIPU3BAHO 33JaBaTh U KOHTPOJIUPOBATH BHINIOJIHEHHE ITPABHUII, B
COOTBETCTBHH C KOTOPBIMHU CyOBEKTHI (II0JIh30BATENN) 00palaoTcesl K 00beKTaM (pecypeam,
nHpopmanun u jap.). Jlormdeckoe (B oTiH4Ke OT PU3MUECKOT0) YIIPABIEHHE JOCTYIIOM — 3TO OCHOBHOM



MeXaHH3M MHOTOITOJIb30BATENbCKUX CUCTEM, ITPU3BAHHBINA 00€CIIEUNTh KOH(PHUIEHIIMATBHOCTD U
L[EJIOCTHOCTh OOBEKTOB M, YACTHYHO, MX JIOCTYITHOCTh. DTO OJIHA U3 CaAMBIX CIIOKHBIX 3aj[ad B 00JIacTH
obecnieuenus: nHGoOpMaIMOHHOM Oe3onacHOCTH. CIIOKHOCTH €€ CBsi3aHa C OOJIBIIMM KOJIMYECTBOM
00BeKTOB, (popM X TpencTaBieHHs (IaHHBIE, TUIIEPTEKCT, MyJIbTUMEINA) U, COOTBETCTBEHHO, BU/IOB
nmoctyma (ftp, telnet, http, ...). OTi o6cToATENBCTBA TUKTYIOT HEOOXOJMMOCTH TOCTPOEHUS CHCTEMBI
YIOpaBJICHUS TOCTYIIOM HE Ha YPOBHE OTJEIbHBIX COOOIICHUI MITH JOKYyMEHTOB, a Ha YPOBHE
WH(POPMALMOHHBIX PECYPCOB.

B HacTos1ee BpeMs B KauecTBE MaTeMaTHUECKUX MoJiesiel OOJIbIIMHCTBA CUCTEM YIIPaBICHHS
JIOCTYIIOM MCIOJIB3YIOTCS IUCKPEIMOHHAs U MaHaaTHas Moaenu. Kaxxnas u3 HUX uMmeer cBou
MIPENMYIIECTBA U HEOCTATKH (B paMKax IMPUHITON MOJUTHUKN O€30IIacHOCTH), HAIIpUMep, JUIs
YCHJIEHHS KOHTPOJISI KOHOUICHIMATBHOCTH U LEJIOCTHOCTH Yallle HCIIONb3yeTCsl MaHaaTHas Mojenb. B
HEKOTOPBIX CIIy4asiX UCTONB3YEeTCs CMeleHne KOPHS (ailIoBOM CUCTEMBI U Ps PYTUX METOJIOB.

AHann3 NpenMyIIecTB ¥ HEJJOCTATKOB Pa3IUYHbBIX MOJIENIeH, CHCTEM U METOOB, UX peaTn3aIisl
Juts pa3nuuHbiX OC, TTOMCK 2JIEMEHTOB YHHU(PHUKALIMU CUCTEM YITPABJIICHHUS IOCTYIIOM Ha TeTEPOTeHHBIX
cpefax COCTaBJISIOT MEPEUCHb BAXKHBIX B3AMMOCBSI3aHHBIX 3a7a4.

IIpoTokosMpoBaHue H aAyAUT — 3TO COOP, HAKOTUIEHUE U aHAIN3 WHPOPMAIIUK O COOBITHSX,
MIPOUCXO/SIIMX B MHOOPMAIIMOHHON CUCTEME C TIEIBIO €€ MCIIOJIb30BAHNS JIJIsl CETEBOTO
MEHEKMEHTAa, OTIEPaTHBHOTO PEarpoOBaHMUs Ha CUTYallH, KOTOPBIE IPUHSATHI aIMUHUCTPAIHEH B
KadyecTBe "HemTaTHbIX" (HapylleHre HHPOPMaIMOHHOM 0€30MacHOCTH, OTKa3 armapaTHo-
POrPaMMHBIX CPEJICTB ceTeBOM moanepsxkku u T. 1w.[http://www.jetinfo.ru/1999/8/1/articlel.8.1999

html]. Dto oauH U3 caMbIX BaYKHBIX M CIOKHBIX JUIs TOCTPOCHUSI MPOTPAMMHO-TEXHHUYCCKHX

MeXaHU3MOB oOecrieueHus! HH(OpManOHHOW 6e30nacHOCTH. B KadecTBe OCHOBHBIX MTPOOJIEM Ha ITyTH

pEIIeHHS 3TOH 3aJa91 MOXKHO OTMETHTH!

—  CJIOKHOCTb IIOCTPOEHUS TaKOW MEPapXUUECKOW CUCTEMBI Ha FeTepOTeHHON Cpe/ie IPU HATTUYUU
60JIBIIOTO YKCiia KOMMYHHUKAIIMOHHBIX Y3JI0B, UTO, KaK IMPaBHJIO, MPHUCYIIE BETOMCTBEHHOW WIIN
KOPIOPATHBHOM CETH;

—  HEOOXOAMMOCTb PEAYKIMH OONBIIOro YUCia HapaMeTPOB, XapaKTEPU3YIOIINX COCTOSHUE
peabHOM CHCTEMBI JI0 OTpaHMYEHHOT0 Habopa nmapaMeTpoB, ONPEeIITIONINX MOJIENb (aIeKBaTHO
OTIMCHIBAIOIINX TTOBE/ICHUE PEATBHON CHCTEMBI);

—  OTCYTCTBHE BBIYMCIUTEIBHBIX CPEACTB (anmapaTHO-IPOrPaMMHBIX ), KOTOpbIe Obl 00ecTIeYnBaIN
(YHKIIMOHAIBHOCTH CHCTEMBI B PEaIbHOM BPEMEHH;

—  HEOoOXOJMMOCTh OCTPOSHUS] MaTEMAaTHUECKUX MOETIeH, XapaKTepH3yIONX THIINIHOE CETEBOE
noBezieHue (Mpoduin, CUTHATYPbI), @ TAK)KE HETHITUYHBIE WIIK 3aBEAOMO 3JI0yMBIIIJICHHbIE
JICUCTBUS,;

— mocrpoeHue 6a3bl 3HAHMH, cucTeMsl "ON-liN€" aHanu3a U aBTOMaTHYeCKOro (Md XOTs ObI
M10JTyaBTOMaTHUYECKOT'0, C Y4aCTHEM OTIEpaTopa) pearnpoBaHHus.

B HacTosimee BpeMst UMeeTCs TOCTATOYHO MHOTO HCTOYHHKOB MpoTokonmpoBanus, oT OC 1o
MIPWIOKEHUH, KOTOPbIE PEeaTM3yIOTCs CTaHAAPTHBIM KOMMYHHKAIIMOHHBIM 000pynoBaHueM. s
ayJIuTa UCTIONb3YETCs CPaBHEHHUE ¢ 00pa3liaMH aTak, BhISBICHHE HETHITMYHOTO MOBEACHHS (MyTEM
CpaBHEHUs ¢ 0OpaznaMu THIHYHOTO). OTHAKO MMOKA HH OJIHA M3 TOYYHBIINX PACHPOCTPAHCHHE
MOJIOOHBIX CHCTEM HE SIBJISIETCS HU Y/IOBJIETBOPUTENBHO (DYHKIIMOHAIBHOM, HU 3((EKTHUBHOM.
[MpuunHa TOMY — OTCYTCTBHE PELICHHUHN JUTS YKa3aHHBIX BBIIIE MPOOIeM. SHAYUTEIbHAS YaCTh U3 HUX
HOCHT MAaTEeMaTHYECKYIO ¥ MPOTrPaMMHO-TEXHUUECKYIO HAPABICHHOCTh U C YCIIEXOM MOXKET OBITh
pewena B Poccun.

Kpunrorpadgus — onuH 13 OCHOBHBIX HHCTPYMEHTOB 00€CIICUEHHSI LIEJIOCTHOCTH 1
KoH(puAeHIHaTbHOCTH HHPopManu. OCHOBHBIMH METOAAMHU SIBIISIOTCS CHMMETPUYHOE (OJMH U TOT
e KITF0Y IS IUPOBaHus U paciin(poBKY HHPOPMAIMK) U aCHMMETPUYHOE (OMH KIIIOY OTKPHIT,
oO1en3BecTeH A MUQPOBaHUs, BTOPOH — 3aKPBIT, JOCTYIEH TOJIBKO OJHOMY ISl paciIn(poBKH).
JIOCTOMHCTBO CHMMETPHYHOTO METO/A — B HAIMYUH HAJICKHBIX U OBICTPBIX allTOPUTMOB IIH(PPOBaHUS
u nemundpoBaHus, HO HEAOCTAaTOK B IIMPOKOM PAaCIPOCTPaHeHUH Kitoua. K HemocTaTkaM aaropuTMoB
ACHMMETPUYHOTO METO/a MN(POBAHNS OTHOCUTCS HIU3KOE OBICTPOACHCTBHE CETH TP €T0
peanu3anuu.

Haubonsmee pactipoctpanenue B IHTEpHET MOTydmIn CMEIIaHHBIE aJITOPUTMBI: CHadasa C
MIOMOIIBIO0 aCUMMETPHUYHOH KpUNTOrpadiu TeHepHpyeTcs 00Nl CeKpeT y4aCTHUKOB
WH(POPMALMOHHOTO 00OMEHa, 3aTEM STOT OOIIHI CEKPET HUCIOIb3YETCs KaK KIIF0Y CUMMETPUYHOTO
anroputMma. st obecreueHus 1eI0CTHOCTH WHPOPMAIIUH NCTIONB3YETCS aCHMMETPHUYHAs
KpHUIITOTpadusl ¢ XOUIHMPOBAHUEM.



B 1ie110M, TOBOps 00 3TOM HaNpaBIICHUU JEITEIBHOCTH, CIIEYyeT OTMETUTh YCIEXH POCCHICKUX
MaTEMaTHKOB B 00JIACTH CO3/IaHHs TEOPETHUESCKUX OCHOB M Mojenell kpunrtorpaduu. Heobxomium
MOUCK TOJIXOJIOB K CO3JIaHHI0 A(P(EKTUBHBIX AITOPUTMOB M ITPOTPAMMHOI0 00ECIIeUEeHUS JIst
COMPOBOXKCHNS B IHTEPHET MPUIIOKECHUH, KPUTUYHBIX K HAPYIICHUSIM [IEIOCTHOCTH U
KOH(UICHIINATBHOCTH.

JKpaHUPOBAHHUE TIO3BOJISIET MIOBBICUTH JOCTYITHOCTh CEPBUCOB BHYTPEHHEH 001acTH
(HampuMep, JIOKaJIbHOM CEeTH OpraHu3aliN), yMEHbIIas Harpy3Ky W3 BHEIIHeW o0nacTw (HarpuMmep,
WurepHer). DKpaHUPOBaHKE TAK)KE YMEHBIIAET YSA3BUMOCTh BHYTPEHHUX CEPBHCOB 0€30IIaCHOCTH, TaK
KaK BHEIIHEMY 3JI0YMBIIUICHHUKY IIEpBOHAYATIbHO HYXKHO MIPONTH CKBO3b 3KpaH.

MexceTeBble KpaHbl IpeTHa3HAUYEHbI IS pa3srpaHHYeHUst JOCTYTa KIMEHTOB U3 OJJHOTO
MHOYecTBa HH(OPMAIIMOHHBIX CHCTEM K cepBepaM u3 apyroro. Kak npasuito, 3a1a4a GopMyaupyeTcs
HECHMMMETPUYHBIM 00pa3oM: OJTHO MHOXKECTBO SIBJISIETCS "BHYTpeHHUM" (HarpuMep, JJOKaJIbHas! CeTh
OpraHu3aIyn), a IPyroe — BHEITHUM (HampuMep, BHEITHUM cerMeHToM Internet).

MexceTeBoii SKpaH MOKHO TIPEICTABUTE KakK MOCIIEI0BATENBHOCTE (GHUIbTpoB. Kax it GpuinsTp
MOJKET HE MPOIYCTUTD JAHHbIE, CPa3y MEPEKMHYTh JAHHBIE Ha IPYIYI0 CTOPOHY WIIHM IIEPEAATh JaHHbIE
crenyromemMy GuibTpy. DKpaHsl, KaK MPpaBuio, paboTaloT Ha CETEBOM, TPAHCIIOPTHOM HJIH
npukiagHoM yposae mojenu OSl.

Pa6orsl 1o CO3J1aHUIO 3(1)(1)6KTI/IBHI)IX MEXKCETEBBIX SKPAaHOB UMCHOT OYC€Hb BaAXKHOC 3HAYCHHUC U
BCAYTCA, KaK IIpaBuJio, OpraHu3alusaMu, CICUaJIn3upyromnumMucs B 9TOM 00JTaCTH.
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