
H�ijh[e_fZo�bgnhjfZpbhgghc�[_ahiZkghklb�\�k_lb�Bgl_jg_l

<��:��<Zk_gbg��:� <��=ZeZl_gdh

P_glj�l_e_dhffmgbdZpbc�b�l_ogheh]bc�Bgl_jg_l

Fhkdh\kdbc�]hkm^Zjkl\_gguc�mgb\_jkbl_l�bf��F��<��Ehfhghkh\Z

<Z`ghklv�ijh[e_f�bgnhjfZpbhgghc�[_ahiZkghklb�\�k_lb�Bgl_jg_l�ijhbkl_dZ_l�ba�lh]h

agZq_gby��dhlhjh_�ijbh[j_eZ�wlZ�\k_fbjgZy�dhffmgbdZpbhggZy�k_lv�\�gZklhys__�\j_fy�b�jhkl

dhlhjh]h�ijh]ghabjm_lky�gZ�[m^ms__��JZ[hlu�ih�jZaebqguf�Zki_dlZf�bgnhjfZpbhgghc

[_ahiZkghklb� bgnhjfZpbhggh�\uqbkebl_evguo�kbkl_f�\�lhf�qbke_�_�b�dhfivxl_jguo�k_l_c�

\_^mlky�b�\�Jhkkbb��b�\�hklZevghf�fbj_�m`_�^hklZlhqgh�^he]h��gh�n_ghf_g�qj_a\uqZcgh�[ukljh

jZa\b\Zxs_cky�kbkl_fu�]eh[Zevguo�dhffmgbdZpbc��dZdhc�y\ey_lky�Bgl_jg_l��\u^\b]Z_l�gh\u_

ijh[e_fu�b�klZ\bl�klZju_�\�gh\uc�dhgl_dkl��J_r_gb_�wlbo�ijh[e_f�lj_[m_l��ij_`^_�\k_]h�

ijbklZevgh]h�jZkkfhlj_gby�k�gZmqguo�b�ijZdlbq_kdbo�ihabpbc��ZgZebaZ�bklhjbb��l_dms_]h

khklhygby�b�aZdhghf_jghkl_c�jZa\blby�]eZ\gh]h�h[t_dlZ�±�\k_fbjghc�dhfivxl_jghc�k_lb

Bgl_jg_l�

<Z`gh�hlf_lblv��qlh��g_kfhljy�gZ�lh��qlh�gZ�k_]h^gyrgbc��^_gv�\�Bgl_jg_l�h]jhfgh_

dhebq_kl\h�bgnhjfZpbhgguo�j_kmjkh\��Z�KR:�khkj_^hlhq_gh�[hevr_��q_f�\h�\k_o�hklZevguo

kljZgZo�fbjZ��\f_kl_�\ayluo��k_lv�m`_�gZklhevdh�iehlgh�bgl_]jbjh\ZgZ�\�f_`^mgZjh^gh_

bgnhjfZpbhggh_�b�wdhghfbq_kdh_�ijhkljZgkl\h��qlh�g_�fh`_l�bkihevah\Zlvky�]jmiihc�ex^_c

beb�hl^_evghc�kljZghc�bkdexqbl_evgh�\�kh[kl\_gguo�bgl_j_kZo��HgZ�^hklZlhqgh�\_ebdZ��qlh[u

jZa\b\Zlvky�ih�k\hbf�kh[kl\_gguf�aZdhgZf�b�g_�[ulv�\�g_h[oh^bfhc�kl_i_gb�mijZ\ey_fhc�

qlh[u�kms_kl\h\ZeZ�\hafh`ghklv��wnn_dlb\gh�\�h^ghklhjhgg_f�ihjy^d_�bkihevah\Zlv�_z�\

dZq_kl\_�hjm^by�gZiZ^_gby��Bgufb�keh\Zfb��ijb�ihfhsb�k_lb�fh`gh�gZg_klb�ms_j[��gh�ijb

wlhf�g_\hafh`gh�khojZgblv�ijb_fe_fuc�mjh\_gv�kh[kl\_gghc�aZsbszgghklb�hl�ZgZeh]bqguo

ZlZd��<�lh�`_�\j_fy��jZa\blb_�Bgl_jg_l�k^_eZeh�\hafh`guf�ijh\_^_gb_�\�k_lb�kh]eZkh\Zgguo

Zdpbc�k�g_^hklb`bfhc�jZg__�fZkkh\hklvx��\�lhf�qbke_�b�ihl_gpbZevgh�hiZkguo�±�lZdbo�dZd

k_l_\u_�ZlZdb�beb���gZijbf_j��\uqbke_gby�k�p_evx�\aehfZ�rbnjh\�
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JZa\blb_�Bgl_jg_l�gZqZehkv�hdheh����e_l�gZaZ^�b�[hevrmx�qZklv�\j_f_gb�ijhbkoh^beh

ij_bfms_kl\_ggh�\�KR:��K_lv�jhkeZ�[ukljufb�l_fiZfb��b�ijbf_jgh����e_l�gZaZ^�gZqZeky

i_jbh^�_z�[_kij_p_^_glgh�[ukljh]h�jhklZ��\�lhf�qbke_�b�\�^jm]bo�kljZgZo�fbjZ��K_]h^gy�h[s__

dhebq_kl\h�ohklh\�\�Bgl_jg_l�[ebadh�d�����feg���dhebq_kl\h�ihevah\Zl_e_c�hp_gb\Z_lky�\���� –
400�feg��q_e���zfdhklb�fZ]bkljZevguo�dZgZeh\�khklZ\eyxl�khlgb�f_]Z[bl�\�k_dmg^m�b

ijb[eb`Zxlky�d�]b]Z[blguf�\_ebqbgZf��IhdZaZl_eb�Jhkkbb�\u]ey^yl�g_kdhevdh�[he__�kdjhfgh�

hdheh�����luk��ohklh\��ihjy^dZ���feg��Zdlb\guo�ihevah\Zl_e_c��gh�ijhp_kku�jZa\blby�k_lb�b^ml

ih�djZcg_c�f_j_�g_�f_g__�bgl_gkb\gh��q_f�\�fbj_�\�p_ehf�

K_lb�k�iZd_lghc�dhffmlZpb_c�gZqZeb�jZajZ[Zlu\Zlv�\����o�]h^Zo�ih�aZdZam�\h_gguo�

P_evx�[ueh�h[_ki_q_gb_�mklhcqb\hklb�k\yab�d�gZjmr_gbyf�jZ[hlu�hl^_evguo�mqZkldh\�

Bf_ggh�wlhl�djZ_m]hevguc�ijbgpbi�hj]ZgbaZpbb�k_lb�^_eZ_l�g_wnn_dlb\gufb�b�bkdmkkl\_ggu_

h]jZgbq_gby�_z�nmgdpbhgZevghklb��E_l�q_j_a�iylv�±�\�gZqZe_����o�±�klZeh�ihgylgh��qlh�lZdmx

k_lv�fh`gh�kha^Zlv��Gh�hl^_evgufb�aZdjulufb�]jmiiZfb�j_Zebah\Zlv�lZdhc�ijh_dl

g_\hafh`gh��b�ihwlhfm�\������]h^m�d�g_fm�[ueb�ih^dexq_gu�bkke_^h\Zl_evkdb_�eZ[hjZlhjbb�b

gZmqgu_�p_glju��D������]h^m�keh`beZkv�i_j\Zy�[Zah\Zy�bgnjZkljmdlmjZ��h[t_^bgb\rZy

g_kdhevdh�dhffmgbdZpbhgguo�maeh\�\�\_^msbo�mgb\_jkbl_lZo��b�i_j\u_�`_�wdki_jbf_glu

ihdZaZeb��qlh�k_lv�jZ[hlZ_l��BgnjZkljmdlmjZ�[ueZ�ij_^hklZ\e_gZ�mqzguf��l_ogbq_kdbf

ki_pbZebklZf��dhlhju_�^he`gu�[ueb�bamqblv�b�mkh\_jr_gkl\h\Zlv�_z�\hafh`ghklb�b

jZajZ[hlZlv�l_ogheh]bb�b�f_lh^u�_z�ijbf_g_gby��Lh]^Z�[ueb�kha^Zgu�k_l_\u_�kem`[u��dhlhju_

b�k_cqZk�y\eyxlky�[Zah\ufb�^ey�Bgl_jg_l��<�i_j\hc�iheh\bg_����o�[ue�jZajZ[hlZg�b�aZl_f

ihqlb�^_kylv�e_l�ijhoh^be�"h[dZldm"�mgb\_jkZevguc�ijhlhdhe�7&3�,3��^ey�dhlhjh]h�d

gZklhys_fm�\j_f_gb�kha^Zgh�fgh]h�jZaebqguo�ijbeh`_gbc��<h�\k_�wlb�bkke_^h\Zl_evkdb_

ijh_dlu�\deZ^u\Zebkv�\�hkgh\ghf�^_gv]b�Zf_jbdZgkdh]h�ijZ\bl_evkl\Z�

Dh]^Z�\������]h^m�h[jZah\ZeZkv�k_lv�16)1(7��zfdhklv�dZgZeh\��kh_^bgy\rbo�__�hihjgu_

maeu��khklZ\eyeZ�\k_]h����d[bl�k��IjZ\bl_evkl\h�KR:�\u^_ebeh�gZ�kjhd�^h������]h^Z�kj_^kl\Z

gZ�^Zevg_crb_�bkke_^h\Zgby��Zijh[Zpbx�i_jki_dlb\guo�l_ogheh]bc�b�ijbeh`_gbc���Z�lZd`_

^h\h^dm�bgnjZkljmdlmju�k_lb�^h�ijhfure_gghc�wdkiemZlZpbb��<�gZqZe_����o�d�ijh_dlZf



Zdlb\gh�gZqZeb�ijb\e_dZlv�djmigu_�dhff_jq_kdb_�dhfiZgbb��dhlhju_�klZeb�mqZkl\h\Zlv�\

kh\_jr_gkl\h\Zgbb�bgnjZkljmdlmju��bkke_^h\Zgbyo�ijbp_gb\Zlvky�d�jZajZ[hldZf�b�\deZ^u\Zlv

kj_^kl\Z�\�l_��ba�gbo��dhlhju_�fh`gh�[ukljh�ij_\jZlblv�\�aZdhgq_ggu_�ijh^mdlu��K�jZa\blb_f

dhfivxl_jghc�l_ogbdb�b�k_l_\uo�l_ogheh]bc�klZeZ�[ukljh�jZklb�ihimeyjghklv�k_lb�dZd�\

ZdZ^_fbq_kdbo��lZd�b�\�ijhfure_gguo�djm]Zo��kn_j_�[bag_kZ��ihy\beky�agZqbl_evguc

ieZl_`_kihkh[guc�kijhk��LZd�k_lv��i_j\hgZqZevgh�lj_[h\Z\rZy�gZ�k\hz�jZa\blb_�agZqbl_evguo

bg\_klbpbc�]hkm^Zjkl\Z��ihkl_i_ggh�\ureZ�gZ�kZfhhdmiZ_fhklv��D������]h^m��dhgpm�^Zggh]h

i_jbh^Z�jZa\blby��m`_�ihy\bebkv�dhff_jq_kdb_�ijh^mdlu�b�ki_pbZebklu��dhlhju_�[ueb�\

khklhygbb�bo�h[kem`b\Zlv��Keh`b\rZyky�k_lv�iheghklvx�i_j_reZ�\�dhff_jq_kdmx

wdkiemZlZpbx�±�lZd�ihy\beky�Bgl_jg_l�

K�g_[hevrbf�hiha^Zgb_f��gh�k�ZgZeh]bqghc�ih^^_j`dhc�]hkm^Zjkl\Z�b�Zdlb\guf

mqZklb_f�djmigh]h�[bag_kZ�\�l_kghf�\aZbfh^_ckl\bb�k�Bgl_jg_l�\�KR:�\�l_�`_��]h^u�jZa\beZkv

_\jhi_ckdZy�bgnjZkljmdlmjZ�Bgl_jg_l�

JZa\blb_�k_l_\hc�bgnjZkljmdlmju�\�Jhkkbb�gZqZehkv�iha`_��k�dhgpZ����o�]h^h\��H^gZdh

l_fiu�jhklZ�jhkkbckdh]h�k_]f_glZ�Bgl_jg_l�k������]h^Z�^Z`_�g_kdhevdh�ij_\hkoh^yl

kj_^g_fbjh\u_��h�q_f�k\b^_l_evkl\m_l��gZijbf_j��^bgZfbdZ�jhklZ�dhebq_kl\Z�ohklh\��_fdhklb

\g_rgbo�rexah\�\�f_`^mgZjh^gu_�k_lb��ihdZaZl_eb�jZa\blby�hihjghc�bgnjZkljmdlmju�b

hk\h_gby�l_ogheh]bc�Bgl_jg_l�[1, 2].

K������]h^Z�\�KR:�\uihegy_lky�djmighfZkrlZ[gZy�ijh]jZffZ�ih�jZa\blbx�gh\hc

bkke_^h\Zl_evkdhc�k_lb�gZ�[Za_�\ukhdhkdhjhklghc�fZ]bkljZeb�±�Y%16��LZd�gZqZebkv�jZ[hlu�ih

kha^Zgbx�k_lb�gh\h]h�ihdhe_gby��mkeh\gh�gZau\Z_fhc�,QWHUQHW���lZd�`_�gZau\Z_lky�h^bg�ba

djmig_crbo�ijh_dlh\�\�wlhf�gZijZ\e_gbb���JZ[hlu�jZkieZgbjh\Zgu�^h������]h^Z��<�ijh_dl_

m`_�mqZkl\mxl�khlgb�Zf_jbdZgkdbo�mgb\_jkbl_lh\��gZmqguo�p_gljh\��dZ`^uc�ba�gbo

jZajZ[Zlu\Z_l�dZdmx�lh�qZklv�gh\uo�l_ogheh]bc��k_j\bkh\�b�ijbeh`_gbc�gZ�bo�hkgh\_��b

h^gh\j_f_ggh�]hlh\bl�g_h[oh^bfu_�^ey�bo�jZa\blby�dZ^ju��Nhjfbjm_lky

\ukhdhijhba\h^bl_evgZy�bkke_^h\Zl_evkdZy�k_lv��dhlhjZy�ihdZ�g_�bkihevam_lky�^ey�i_j_^Zqb

h[uqgh]h�ljZnbdZ�Bgl_jg_l��Gh�q_j_a�g_kdhevdh�e_l�hgZ�klZg_l�hkgh\hc�h[s_^hklmighc�k_lb

gh\h]h�ihdhe_gby��jZ[hlZxs_c�gZ�dhff_jq_kdbo�gZqZeZo��<�gh\hf�ijh_dl_�]hkm^Zjkl\h

\deZ^u\Z_l�kj_^kl\Z�g_�lhevdh�\�jZa\blb_�[Zah\hc�k_l_\hc�bgnjZkljmdlmju��gh�\�[hevr_c

kl_i_gb�\�dhgdj_lgu_�i_jki_dlb\gu_�k_l_\u_�l_ogheh]bb��k_j\bku�b�ijbeh`_gby�

B�\�?\jhi_��b�\�jZa\bluo�j_]bhgZo�:abb�]hkm^Zjkl\Z�ihreb�ih�imlb��ZgZeh]bqghfm�KR:

±�\deZ^u\Zxl�^_gv]b�\�i_jki_dlb\m��?\jhi_ckdb_�k_lb�ijh^\bgmebkv�^Z`_�^Zevr_��ihkdhevdm

h[t_^bgbebkv�g_�\�gZpbhgZevgmx�kljmdlmjm��dZd�\�KR:��Z�\�f_`]hkm^Zjkl\_ggmx – TEN-155.
Ihqlb�\k_�_\jhi_ckdb_�kljZgu�\deZ^u\Zxl�\�g_z�kj_^kl\Z��HgZ�lZd`_�aZfdgmlZ�b�g_

h[_ki_qb\Z_l�ijyfh]h�ih^dexq_gby�mqZklgbdh\�d�ljZ^bpbhgghfm�Bgl_jg_l��Ijhc^_l�_sz

g_kdhevdh�e_l��b�\�_z�jZfdZo�[m^ml�kha^Zgu�j_r_gby��dhlhju_�klZgml�hkgh\hc�gh\uo�k_l_\uo

l_ogheh]bc��gh\u_�ijhlhdheu�fZjrjmlbaZpbb��j_r_gby��hjb_glbjh\Zggu_�gZ�,3Y���gh\u_

kem`[u��kha^Zgb_�dhlhjuo�[ueh�g_\hafh`gh�gZ�Bgl_jg_l�i_j\h]h�ihdhe_gby��Lh]^Z�kha^Zggu_

mqzgufb�l_ogheh]bb�[m^ml�i_j_^Zgu�\�dhff_jq_kdh_�bkihevah\Zgb_��D�wlhfm�\j_f_gb�[m^_l

ih^]hlh\e_gZ�b�bgnjZkljmdlmjZ��b�g_h[oh^bfu_�ijbeh`_gby��gZ�g_c�jZ[hlZxsb_��b

khhl\_lkl\mxsb_�dZ^ju��Bf_ggh�\�jZa\blbb�ih^h[guo�ijh_dlh\��gZ�fhc�\a]ey^��^he`gZ

\ujZ`Zlvky�hkgh\gZy�ih^^_j`dZ�Bgl_jg_l�kh�klhjhgu�]hkm^Zjkl\Z�b�\�Jhkkbb�

<�gZklhys__�\j_fy�]hkm^Zjkl\_ggZy�ih^^_j`dZ�jZa\blby�dhfivxl_jguo

l_e_dhffmgbdZpbc�hkms_kl\ey_lky�\�hkgh\ghf�q_j_a�F_`\_^hfkl\_ggmx�ijh]jZffm�GKDL

G<R�(GZpbhgZevgZy�k_lv�dhfivxl_jguo�l_e_dhffmgbdZpbc�^ey�gZmdb�b�\ukr_c�rdheu)��<
hlebqb_�hl�ZgZeh]bqguo�GZpbhgZevguo�ijh]jZff�djmig_crbo�kljZg�fbjZ�F_`\_^hfkl\_ggZy

ijh]jZffZ�\�Jhkkbb�khojZgy_l�nbgZgkbjh\Zgb_�h[hbo�gZijZ\e_gbc�

– l_ogheh]bb��j_kmjku�b�ijbeh`_gby�ljZ^bpbhggh]h�Bgl_jg_l�dZd�F_lZk_lb�h[s_]h

ihevah\Zgby��gZ�[Za_�hihjghc�k_lb�5%1HW��

– l_ogheh]bb��j_kmjku�b�ijbeh`_gby�Bgl_jg_l�gh\h]h�ihdhe_gby�dZd�\gh\v�gZjh`^Zxs_cky

\ukhdhijhba\h^bl_evghc�bgnjZkljmdlmju�kh�k\h_c��hlebqghc�hl�ljZ^bpbhggh]h�Bgl_jg_l�

iheblbdhc�bkihevah\Zgby�b�jZa\blby�

G_h[oh^bfhklv�nbgZgkbjh\Zgby�jZ[hl�gZ�i_j\hf�gZijZ\e_gbb�k\yaZgZ�k�[he__�iha^gbf

\dexq_gb_f�Jhkkbb�\�fbjh\h_�Bgl_jg_l�khh[s_kl\h��k�g_jZa\blhklvx�[Zah\uo�khklZ\eyxsbo

GZpbhgZevghc�k_l_\hc�bgnjZkljmdlmju��\�i_j\mx�hq_j_^v��ljZgkihjlghc�kj_^u��gZebqb_f

fhghihebafZ�b�jy^hf�^jm]bo�h[t_dlb\guo�nZdlhjh\�

<�jZfdZo�i_j\h]h�gZijZ\e_gby�F_`\_^hfkl\_gghc�ijh]jZffu�gZ�[Za_�\hehdhggh�

hilbq_kdhc�fZ]bkljZeb�:H�©Jhkl_e_dhfª��gZ�mkeh\byo�Zj_g^u�dZgZevguo�_fdhkl_c��\����� –



1998�]]��ihkljh_gZ�b�mki_rgh�wdkiemZlbjm_lky�5%QHW��Russian Backbone network) [3,4] –
GZpbhgZevgZy�hihjgZy�k_lv�^ey�gZmdb�b�h[jZah\Zgby��JhkkbckdZy�hihjgZy�k_lv�5%QHW�kha^ZgZ

dZd�fZ]bkljZevgZy�bgnjZkljmdlmjZ�^ey�GZpbhgZevghc�gZmqgh�h[jZah\Zl_evghc�k_lb��<

gZklhys__�\j_fy�wlh�h^gZ�ba�kZfuo�[hevrbo�fZ]bkljZevguo�IP±k_l_c�\�Jhkkbb��kh_^bgyxsZy

[he__����j_]bhgh\�kljZgu�

H^ghc�ba�\Z`g_crbo�p_e_c�F_`\_^hfkl\_gghc�ijh]jZffu�[ueh�ihkljh_gb_

wdki_jbf_glZevgh]h�y^jZ�\ukhdhkdhjhklghc�k_l_\hc�bgnjZkljmdlmju�^ey�bkke_^h\Zgby�b

Zijh[Zpbb�l_e_dhffmgbdZpbhgguo�b�bgnhjfZpbhgguo�l_ogheh]bc�gh\h]h�ihdhe_gby�

kmi_jdhfivxl_jguo�ijbeh`_gbc�b�ihwlZigh_�jZa\blb_�k�p_evx�ij_\jZs_gby�\�bgnjZkljmdlmjm

k_lb�gZpbhgZevgh]h�fZkrlZ[Z��I_j\uf�ijh_dlhf�\�wlhf�gZijZ\e_gbb�[ueh�kha^Zgb_�\����� –
98�]]��wdki_jbf_glZevgh]h�$70±iheb]hgZ�gZ�[Za_�k_lb�0681HW�Fhkdh\kdh]h�]hkm^Zjkl\_ggh]h

mgb\_jkbl_lZ�bf��F��<��Ehfhghkh\Z�b�hj]ZgbaZpby�kh\j_f_gguo�\ukhdhkdhjhklguo�kem`[

Bgl_jg_l�ih\_jo�ijhlhdheZ�$70�

<�gZklhys__�\j_fy�\ukhdhijhba\h^bl_evgu_�wdki_jbf_glZevgu_�iheb]hgu�gZ�[Za_�:LF

ihkljh_gu�b�mki_rgh�wdkiemZlbjmxlky�g_�lhevdh�\�Fhkd\_��(k_lv�RASNet J:G��Freenet, Relarn
IP�b�^j�) b�KZgdl�I_l_j[mj]_�(RUNNet,�Jhdkhg��RUSNet)��gh�b�\�?dZl_jbg[mj]_�b�<eZ^b\hklhd_�

Jhklh\_��KZfZj_��b��DjZkgh^Zj_���B^_l�ijhp_kk�h[t_^bg_gby�lZdbo�bkke_^h\Zl_evkdbo�iheb]hgh\

\�_^bgmx�\ukhdhijhba\h^bl_evgmx�gZmqgh�h[jZah\Zl_evgmx�k_lv�Jhkkbb�

Nhjfbjh\Zgb_�\ukhdhijhba\h^bl_evguo�k_l_c�\�Jhkkbb�\ua\Zeh�bgl_j_k�kh�klhjhgu

GZpbhgZevgh]h�gZmqgh]h�nhg^Z�KR:��J_amevlZlhf�khljm^gbq_kl\Z��\�wlhc

h[eZklbFbgbkl_jkl\Z�gZmdb�b�l_ogheh]bc�JN�b�GZpbhgZevgh]h�gZmqgh]h�nhg^Z�KR:�klZeh

hldjulb_�\������]��\�jZfdZo�ijh_dlZ�0LU1HW�ijyfh]h�pbnjh\h]h�:LF�dZgZeZ�k\yab�f_`^m�\gh\v

nhjfbjmxs_cky�jhkkbckdhc�\ukhdhijhba\h^bl_evghc�k_lvx�b�kZfhc�kdhjhklghc�gZ�k_]h^gy�\

fbj_�Zf_jbdZgkdhc�k_lvx�Y%16��Lhqdhc�^hklmiZ�d�wlhfm�dZgZem�\�KR:�klZe�i_j\uc�ma_e

ljZgkgZpbhgZevgh]h�h[f_gZ�ljZnbdhf�\ukhdhijhba\h^bl_evguo�f_`^mgZjh^guo�b

gZpbhgZevguo�k_l_c�gZmdb�b�h[jZah\Zgby�67$5�7$3�\�QbdZ]h��K�ihy\e_gb_f�wlh]h�dZgZeZ�k\yab

jhkkbckdb_�\ukhdhijhba\h^bl_evgu_�k_lb�gZmdb�b�h[jZah\Zgby�ihemqbeb�\hafh`ghklv�^hklmiZ

d�ZgZeh]bqguf�k_lyf�g_�lhevdh�KR:��gh�b�^jm]bo�kljZg�fbjZ�[5]��LZdbf�h[jZahf��kha^Zgu

ij_^ihkuedb�^ey�jZ\ghijZ\gh]h�mqZklby�Jhkkbb�\�gZb[he__�i_j_^h\uo�ijh_dlZo�ih�jZa\blbx

kh\j_f_gguo�k_l_\uo�l_ogheh]bc�

Hkgh\gu_�ijh[e_fu�Bgl_jg_l�k_]h^gyrg_]h�^gy�

– h]jZgbq_gghklv�Z^j_kgh]h�ijhkljZgkl\Z�

– i_j_]jmadZ�fZjrjmlbaZlhjh\�gZ�fZ]bkljZevguo�dZgZeZo�

– g_h[oh^bfhklv�h[_ki_q_gby�dZq_kl\Z�k_j\bkZ�±�QoS b�j_a_j\bjh\Zgby�j_kmjkh\�

– bgnhjfZpbhggZy�[_ahiZkghklv�

– j_]mebjm_fhklv�

=eZ\gu_�aZ^Zqb�ijh_dlh\�1*,�b�,QWHUQHW����KR:��\�[eb`Zcrb_�]h^u��fZ]bkljZeb

zfdhklvx�^h�����=[bl�k��wdki_jbf_glZevgZy�k_lv�k�ihehkhc�ijhimkdZgby�^h���=[bl�k��kd\haghc��

^hklb`_gb_�kdhjhklb�dhffmlZpbb�iZd_lh\���L[bl�k��K�wlhc�p_evx�\_^zlky�jZ[hlZ�gZ^�kem`[Zfb�

ijhlhdheZfb�b�kbkl_fZfb��ih�lZdbf�gZijZ\e_gbyf��dZd�

– QoS;
– [_ahiZkghklv�b�mklhcqb\hklv�

– mijZ\e_gb_�b�l_ogbq_kdh_�khijh\h`^_gb_�k_l_\uo�kbkl_f�b�j_kmjkh\�

– ijhlhdheu�fZjrjmlbaZpbb��dhffmlZpbb��rbjhdh\_sZgby��ljZgkihjlbjh\Zgby��aZsblu�

– gh\u_�hi_jZpbhggu_�ieZlnhjfu�dhfivxl_jh\�

– jZkij_^_ezggu_�kj_^u�^ey�dhee_dlb\ghc�jZajZ[hldb�ijbeh`_gbc�

<�hlghkbl_evgh�djZldbc�b�aZ\_^hfh�g_iheguc�kibkhd�hkgh\guo�gZijZ\e_gbc�jZa\blby

l_ogheh]bc�Bgl_jg_l��ih�dhlhjuf�gZ�k_]h^gyrgbc�^_gv�\_^mlky�Zdlb\gu_�jZ[hlu�\�Jhkkbb��\

lhf�qbke_�\�F=M�bf��F��<��Ehfhghkh\Z��fh`gh�\dexqblv�ke_^mxsb_�

– k_l_\Zy�ih^^_j`dZ�\ukhdhkdhjhklghc�bgl_]jbjh\Zgghc�k_lb��gh\u_�ijhlhdheu

fZjrjmlbaZpbb��,3Y���,3�ih\_jo�$70��h[_ki_q_gb_�dZq_kl\Z�k_j\bkZ�b�fgh]h_�^jm]h_��

– [_ahiZkghklv�k_lb��aZsbszggu_�hi_jZpbhggu_�kj_^u��Zdlb\guc�Zm^bl��mijZ\ey_fhklv�k_lb�

kh\j_f_ggu_�kbkl_fu�b^_glbnbdZpbb�b�Zml_glbnbdZpbb��

– jZkij_^_ezggu_�ijbeh`_gby��l_ogheh]bb�&25%$��;0/�b�l��^���

– fgh]hZ^j_kgu_�b�rbjhdh\_sZl_evgu_�fmevlbf_^bZ�kbkl_fu�

– kh\j_f_ggu_�deZkl_jgu_�l_ogheh]bb�

– k_l_\hc�fhgblhjbg]��dhgljhev�$70�dZgZeh\�k�hi_jZlb\guf�ZgZebahf�j_amevlZlh\��

– fh^_eb�b�f_lh^u�bkke_^h\Zgby�djmiguo�k_l_\uo�kljmdlmj�
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H^ghc�ba�\Z`g_crbo�ijh[e_f��h[mkeh\e_gguo�[_kij_p_^_glgh�[ukljuf�jhklhf

Bgl_jg_l�b�_]h�\ebygb_f�gZ�\k_�kn_ju�`bagb�h[s_kl\Z��klZeZ�ijh[e_fZ�h[_ki_q_gby

[_ahiZkghklb�bgnhjfZpbhgguo�j_kmjkh\�k_lb��b�aZsblu�k_l_\hc�bgnjZkljmdlmju�

ih^^_j`b\Zxs_c�wlb�j_kmjku��>ey�wlh]h�_klv�\_kdb_�hkgh\Zgby��>hklZlhqgh�dhgklZlbjh\Zlv

h[tzfu�m]jha�gZ�ijbf_j_�KR:��ih�j_amevlZlZf�bkke_^h\Zgbc��hijhkh\��BgklblmlZ

dhfivxl_jghc�[_ahiZkghklb�b�N;J�\�l_q_gb_������]������k_l_\uo�dhfivxl_jh\�\aehfZgh�

57%�±�ZlZdh\Zgh�\g_rgbfb�ihevah\Zl_eyfb������±�\gmlj_ggbfb��Z�ih�����g_�ba\_klgh��[ueb�eb

\aehfZgu��beb�g_l��h[sbc�ms_j[�aZ�]h^�khklZ\be�g_kdhevdh�fej^��^hee���<�ijh_dl_�[x^`_lZ

KR:�gZ������]��\u^_e_gh�hdheh�����fej^��^hee��gZ�dhfivxl_jgmx�[_ahiZkghklv�b�aZsblm

djblbq_kdb�\Z`ghc�bgnhjfZpbb�

H^gbf�ba�i_j\uo�\�wlhf�gZijZ\e_gbb�[ueh�bkke_^h\Zgb_�Fbgbkl_jkl\Z�h[hjhgu�KR:

(DoD)��\�j_amevlZl_�dhlhjh]h�\����� – 82�]]��[ueb�jZajZ[hlZgu�j_dhf_g^Zpbyfb�ih

bkihevah\Zgbx�f_`k_l_\hc�Zjobl_dlmju�ijhlhdheh\�DARPA�\�dZq_kl\_�[Zah\uo�gZ�DDN
(Defence Digital Networks)��K�l_o�ihj�jZ[hlu�\�wlhf�gZijZ\e_gbb�p_e_gZijZ\e_ggh�\_^mlky�g_

lhevdh�gZ�IP-k_lyo��kbeh\uo��\_^hfkl\�KR:��gh�b�^jm]bo�wdhghfbq_kdb�jZa\bluo�kljZg�fbjZ�

Iha`_��gh�k�g_�f_gvr_c�bgl_gkb\ghklvx��gZqZebkv�jZ[hlu�ih�kha^Zgbx��kbkl_f

bgnhjfZpbhgghc�[_ahiZkghklb�\�Bgl_jg_l�\�bgl_j_kZo�^jm]bo�gZijZ\e_gbc�]hkm^Zjkl\_ggh]h

ijhba\h^kl\_ggh�ohayckl\_ggh]h�dhfie_dkZ��ZdZ^_fbq_kdhc�kn_ju��[bag_kZ�b�^j���;hevrbgkl\h

bkke_^h\Zgbc�\�h[eZklb�bgnhjfZpbhgghc�[_ahiZkghklb�ijh\h^ylky�dhee_dlb\Zfb�gZmqguo

p_gljh\�b�mgb\_jkbl_lh\�\�jZfdZo�ijh_dlh\�gZ�\ukhdhijhba\h^bl_evguo�iheb]hgZo

bkke_^h\Zl_evkdbo�k_l_c�

�Ih^oh^u�d�j_r_gbx�ijh[e_f�bgnhjfZpbhgghc�[_ahiZkghklb�gZ�jhkkbckdbo�,3�k_lyo

^he`gu�kljhblvky�gZ�hkgh\_�ZgZebaZ�hiulZ�gZ�wlhf�gZijZ\e_gbb��gh�k�mq_lhf�ki_pbnbdb

ijhp_kkh\�jZa\blby�jhkkbckdh]h�Bgl_jg_l��<�mkeh\byo�h]jZgbq_gguo�\hafh`ghkl_c

]hkm^Zjkl\_ggh]h�nbgZgkbjh\Zgby�wlbo�jZ[hl�g_h[oh^bfh�khkj_^hlhqblv�\gbfZgb_�gZ�gZb[he__

\Z`guo��dexq_\uo��aZ^ZqZo�b�gZclb�f_lh^u�bo�j_r_gby��hibjZxsb_ky�gZ�\ukhdbc�ihl_gpbZe

jhkkbckdbo�fZl_fZlbq_kdbo�b�ijh]jZffbklkdbo�rdhe�

GZpbhgZevguc�k_]f_gl�Bgl_jg_l��dZd�b�F_lZk_lv�\�p_ehf��ij_^klZ\ey_l�kh[hc

kh\hdmighklv�fgh`_kl\Z�k_l_c��ehdZevguo��f_klguo�beb�j_]bhgZevguo��\_^hfkl\_gguo�beb

dhjihjZlb\guo���bf_xsbo�ijyfu_�(ISP)�beb�hihkj_^h\Zggu_��q_j_a�ISP�beb�km[ijh\Zc^_jZ�

dZgZeu�k\yab�k�aZjm[_`gufb�k_lyfb��DZ`^Zy�ba�lZdbo�k_l_c�bf__l�k\hx�Z^fbgbkljZlb\gmx

ih^qbgzgghklv��h[eZ^Z_l�k\h_c�bgnjZkljmdlmjhc�b�bgnhjfZpbhggh�\uqbkebl_evguf�j_kmjkhf�

dhlhju_�hij_^_eyxl�ki_pbnbdm�bf_ggh�wlhc�k_lb�\�j_ZebaZpbb�kbkl_fu�f_j�gZ

Z^fbgbkljZlb\ghf��iheblbdZ�[_ahiZkghklb���hi_jZpbhgghf��jZ[hlZ�k�ex^vfb��b�

khhl\_lkl\_ggh��ijh]jZffgh�l_ogbq_kdhf�mjh\g_��H^gZdh��hllZedb\Zykv�hl�keh`b\r_cky

kljmdlmju�jhkkbckdh]h�k_]f_glZ�Bgl_jg_l��^Z�b�g_�lhevdh�jhkkbckdh]h���\�dZq_kl\_�lbih\h]h

we_f_glZ�keh`ghc�b_jZjobq_kdhc�kbkl_fu�khklZ\eyxsbo�_z�k_l_c��bgnjZkljmdlmjguo�b

bgnhjfZpbhggh�\uqbkebl_evguo�j_kmjkh\��dhlhju_�lj_[mxl�aZsblu��ke_^m_l�jZkkfZljb\Zlv

dhjihjZlb\gmx��beb�\_^hfkl\_ggmx��k_lv��LZdZy�k_lv��dZd�ijZ\beh��ih^qbg_gZ�djmighc

hj]ZgbaZpbb�beb�\_^hfkl\m��bf__l�g_kdhevdh�jZkij_^_ezgguo��gZ�f_klghf�beb�^Z`_

f_`j_]bhgZevghf�mjh\g_��lhq_d�ijbkmlkl\by��dZfimkh\��

Kh^_j`Zgb_f�aZ^Zqb�bgnhjfZpbhgghc�[_ahiZkghklb��B;��\�k_lb�y\ey_lky�aZsblZ

bgnhjfZpbb�b�k_l_\hc�bgnjZkljmdlmju�hl�rbjhdh]h�ki_dljZ�m]jha�±�\gmlj_ggbo�b�\g_rgbo�

ij_^gZf_j_gguo�b�kemqZcguo��>ey�\u[hjZ�Z^_d\Zlguo�f_j�ijhlb\h^_ckl\by�m]jhaZf

g_h[oh^bfZ�bo�ih^jh[gZy�deZkkbnbdZpby��<�qZklghklb��jZaebqgZy�iheblbdZ�[_ahiZkghklb

lj_[m_lky�^ey�jZaebqguo�h[t_dlh\��k_l_c���j_`bfgh]h�mqj_`^_gby��dhff_jq_kdh]h

ij_^ijbylby��g_dhff_jq_kdhc��ZdZ^_fbq_kdhc��hj]ZgbaZpbb��BklhqgbdZfb�m]jha�fh]ml�[ulv�dZd

ex^b��ihevah\Zl_eb�b�Z^fbgbkljZlhju��mfure_ggh�beb�ih�g_dhfi_l_glghklb���lZd�b

g_bkijZ\gu_�l_ogbq_kdb_�kj_^kl\Z��b��ijb�hij_^_ezgguo�mkeh\byo��ijbjh^gu_�y\e_gby��<�qbke_

hkgh\guo�gZijZ\e_gbc�ijhlb\h^_ckl\by�m]jhaZf�fh`gh�mdZaZlv�ke_^mxsb_�

– ebd\b^bjh\Zlv�\hafh`ghklv�hkms_kl\blv�ZlZdm��l_f�kZfuf�ij_^hl\jZlblv�ms_j[�

– ijbgylv�f_ju�ih�khdjZs_gbx�ms_j[Z�

– khdjZlblv�ih^\_j`_gguc�m]jha_�h[tzf�j_kmjkh\�

– khdjZlblv�\j_fy�\hkklZgh\e_gby�

– hj]Zgbah\Zlv�jZgg__�ij_^mij_`^_gb_�

– h[gZjm`blv�aehmfure_ggbdZ�ihke_�ZlZdb�



>ey�k_l_\hc�bgnhjfZpbb ijbgylh�jZaebqZlv�m]jhau�^hklmighklb��g_\hafh`ghklv

ihemqblv�bgnhjfZpbx�aZ�ijb_fe_fh_�\j_fy���p_ehklghklb��gZjmr_gb_�ZdlmZevghklb�

g_ijhlb\hj_qb\hklb��jZajmr_gb_�beb�g_kZgdpbhgbjh\Zggh_�baf_g_gb_��b�dhgnb^_gpbZevghklb

�g_kZgdpbhgbjh\Zgguc�ijhkfhlj���K�mq_lhf�fgh]hh[jZaby�km[t_dlh\�±�ihl_gpbZevguo

gZjmrbl_e_c��f_lh^h\�b�kj_^kl\�dZd�ih^]hlh\db�b�j_ZebaZpbb�ZlZdb��lZd�b�aZsblu��wlb

ijh[e_fu�ljZ^bpbhggh�\dexqZxl�g_kdhevdh�mjh\g_c�j_ZebaZpbb��dZ`^uc�ba�dhlhjuo�bf__l

k\hb�aZ^Zqb�b�imlb�j_r_gby��<�qbke_�lZdbo�mjh\g_c�fh`gh�mdZaZlv�aZdhgh^Zl_evguc�

Z^fbgbkljZlb\guc��hi_jZpbhgguc�b�ijh]jZffgh�l_ogbq_kdbc�[6].

AZdhgh^Zl_evguc�mjh\_gv�B;�\dexqZ_l�\�k_[y�dZd�f_ju�ijyfh]h�aZdhgh^Zl_evgh]h

^_ckl\by��d\Zebnbpbjmxsb_�gZjmr_gby�b�gZjmrbl_e_c���lZd�b�f_ju�gZijZ\eyxsb_�b

dhhj^bgbjmxsb_��h[jZah\Zgb_�\�h[eZklb�B;��jZajZ[hldb�b�jZkijhkljZg_gb_�kj_^kl\

h[_ki_q_gby�B;��

:^fbgbkljZlb\guc�mjh\_gv�B;�ij_^mkfZljb\Z_l�ke_^mxsb_�khklZ\eyxsb_�

– iheblbdZ�[_ahiZkghklb��^hdmf_glbjh\Zggu_�mijZ\e_gq_kdb_�j_r_gby�^ey�aZsblu

bgnhjfZpbb�b�bgnjZkljmdlmju�gZ�hkgh\_�ZgZebaZ�jbkdh\��

– mijZ\e_gb_�jbkdZfb��dhhj^bgZpby�^_yl_evghklb��kljZl_]bq_kdh_�mijZ\e_gb_�b�dhgljhev�

– dhgljhev�k_j\bkh\�[_ahiZkghklb��

Hi_jZpbhgguc�mjh\_gv�B;�ih^jZamf_\Z_l�lZdb_�f_jhijbylby��dZd�

– mijZ\e_gb_�i_jkhgZehf�

– nbabq_kdZy�aZsblZ�

– ih^^_j`Zgb_�jZ[hlhkihkh[ghklb�b�\hkklZgh\e_gb_�ihke_�k[h_\�

– aZ[eZ]h\j_f_ggZy�ijhjZ[hldZ�j_Zdpbb�gZ�gZjmr_gby�j_`bfZ�B;�

Ijh]jZffgh�l_ogbq_kdbc�mjh\_gv�B;�kh^_j`bl�ke_^mxsb_�k_j\bku�

– b^_glbnbdZpby�b�Zml_glbnbdZpby�

– mijZ\e_gb_�^hklmihf�

– ijhlhdhebjh\Zgb_�b�Zm^bl�

– djbilh]jZnby�

– wdjZgbjh\Zgb_�

Wlhl�mjh\_gv��dZd�gZb[he__�ki_pbnbq_kdbc�^ey�ijh[e_f�[_ahiZkghklb�\�Bgl_jg_l�

jZkkfhljbf�[he__�ih^jh[gh�
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Ijh]jZffgh�l_ogbq_kdb_�f_ju��h[_ki_qb\Zxsb_�bgnhjfZpbhggmx�[_ahiZkghklv�\

Bgl_jg_l��kljhylky�gZ�l_o�\hafh`ghklyo��dhlhju_�ij_^hklZ\ey_l�^ey�wlh]h�f_`k_l_\hc

ijhlhdhe�IP��k_l_\hc�mjh\_gv�y\ey_lky�dexq_\uf��gZb[he__�ih^oh^ysbf�^ey�j_r_gby�wlbo

aZ^Zq��b�kl_d�ijhlhdheh\�TCP/IP gZ�_]h�[Za_��BagZqZevgh�jZajZ[Zlu\Z_fZy�^ey

bkke_^h\Zl_evkdhc�k_lb������ – 83�]]����[_a�mqzlZ�l_fih\�jZa\blby�Bgl_jg_l�\�[m^ms_f�b�_]h

\ebygby�gZ�h[s_kl\h��f_klh�\�fbjh\hf�bgnhjfZpbhgghf�ijhkljZgkl\_��\gmlj_ggyy�kljmdlmjZ

IP-iZd_lh\�g_�[ueZ�\�^he`ghc�f_j_�hjb_glbjh\ZgZ�gZ�j_r_gb_�aZ^Zq�bgnhjfZpbhgghc

[_ahiZkghklb�\�lhf�h[tzf_�b�fZkrlZ[Zo��dhlhju_�ij_^ty\eyxl�k_]h^gy��Z�l_f�[he__��gZ

[m^ms__��bgl_jg_l�ijbeh`_gby�

>ey�ihkljh_gby�kbkl_fu�bgnhjfZpbhgghc�[_ahiZkghklb��Z^_d\Zlghc�ihlj_[ghklyf

dhjihjZlb\ghc�IP-k_lb��g_h[oh^bfu�ke_^mxsb_�kj_^kl\Z�aZsblu�ijh]jZffgh�l_ogbq_kdh]h

mjh\gy�

– kj_^kl\Z�j_ZebaZpbb�aZsbszgguo�dhffmgbdZpbc�ih�hldjuluf�dZgZeZf�f_`^m�lhqdZfb

ijbkmlkl\by�k_lb�

– f_`k_l_\u_�wdjZgu��jZa]jZgbq_gb_�^hklmiZ��

– kj_^kl\Z�b^_glbnbdZpbb/Zml_glbnbdZpbb��ih^^_j`b\Zxsb_�dhgp_ipbx�_^bgh]h�\oh^Z�\

k_lv��ihevah\Zl_ev�h^bg�jZa�ijb�\oh^_�^hdZau\Z_l�k\hx�ih^ebgghklv�b�^Ze__�bf__l�^hklmi

dh�\k_f�k_j\bkZf�k_lb�\�khhl\_lkl\bb�k�bf_xsbfbky�iheghfhqbyfb��

– kj_^kl\Z�ijhlhdhebjh\Zgby�b�Zm^blZ��h[_ki_qb\Zxsb_�fhgblhjbg]�k_lb�gZ�\k_o�mjh\gyo�

\uy\eyxsb_�ih^hajbl_evgmx�Zdlb\ghklv�b�j_Zebamxsb_�hi_jZlb\gh_�j_Z]bjh\Zgb_�

– kj_^kl\Z�aZsblu��\oh^ysb_�\�khklZ\�ijbeh`_gbc��k_j\bkh\�b�ZiiZjZlgh�ijh]jZffguo

ieZlnhjf�

– kj_^kl\Z�p_gljZebah\Zggh]h�Z^fbgbkljbjh\Zgby�k_lb�

Kh\hdmighklv�wlbo�kj_^kl\�ijba\ZgZ�\�agZqbl_evghc�kl_i_gb�ihdjulv�ihlj_[ghklb

aZsblu�gZ�ijh]jZffgh�l_ogbq_kdhf�mjh\g_��H^gZdh�ke_^m_l�aZf_lblv��qlh�gZ�k_]h^gy�lZdh]h

gZ[hjZ�kj_^kl\��h[_ki_q_gguo�k_jlbnbdZpb_c�ih�lj_[h\Zgbyf�[_ahiZkghklb��gb�^ey



]hkm^Zjkl\_gguo�mqj_`^_gbc�beb�\_^hfkl\��gb��l_f�[he__��dhff_jq_kdbo�kljmdlmj�\

g_h[oh^bfhf�h[tzf_�g_�kms_kl\m_l��K_jlbnbpbjh\Zggu_�N:IKB�kbkl_fZ��RBI��^ey

ih^^_j`Zgby�qZklguo�\bjlmZevguo�k_l_c��kj_^kl\Z�djbilh]jZnbq_kdhc�aZsblu��<_j[Z���jy^

f_`k_l_\uo�wdjZgh\�^ey�bkihevah\Zgby�\�k_lyo�]hkm^Zjkl\_gguo�hj]ZgbaZpbc��aZsbszggu_�HK

b�KM;>�khklZ\eyxl�ebrv�fZemx�qZklv�g_h[oh^bfh]h�gZ[hjZ��K�h^ghc�klhjhgu��wlh�h[t_dlb\gh�

ijbgbfZy�\h�\gbfZgb_�lhl�dhjhldbc�\j_f_gghc�bgl_j\Ze��\�l_q_gb_�dhlhjh]h�ijhbkoh^beh

klZgh\e_gb_�jhkkbckdh]h�k_]f_glZ�Bgl_jg_l��b�wdhghfbq_kdmx�kblmZpbx�\�kljZg_�\�wlb�]h^u��K

^jm]hc�klhjhgu��hlf_q_ggu_�h[klhyl_evkl\Z�mdZau\Zxl�gZ�g_h[oh^bfhklv�ihbkdZ

g_hj^bgZjguo��dhfie_dkguo�ih^oh^h\�gZ�wlhf�gZijZ\e_gbb��h[t_^bg_gby�mkbebc�\_^msbo�\

wlhc�h[eZklb�hj]ZgbaZpbc�b�ki_pbZebklh\�^ey�ih^]hlh\db�g_h[oh^bfh]h�gZ[hjZ�kj_^kl\

ijh]jZffgh�l_ogbq_kdh]h�mjh\gy�\�hlghkbl_evgh�dhjhldb_�kjhdb�

>ey�wlh]h�g_h[oh^bfh�hij_^_eblv�k_l_\u_�iheb]hgu��gZ�dhlhjuo�wlm�jZ[hlm�fh`gh�[ueh

[u�wnn_dlb\gh�hj]Zgbah\Zlv��dZd�gZ�ihbkdh\hf��bkke_^h\Zl_evkdhf��hiulgh�dhgkljmdlhjkdhf

wlZi_��lZd�b�gZ�wlZi_�Zijh[Zpbb�b�l_klbjh\Zgby���p_e_gZijZ\e_ggh��k�mq_lhf�m`_�bf_xsboky

hiulZ�b�gZjZ[hlhd�ijh\_klb�ih^[hj�hj]ZgbaZpbc�b�]jmii�ki_pbZebklh\��ih^]hlh\blv

kdhhj^bgbjh\Zggmx�ijh]jZffm�^_ckl\bc��ijh_dlu���hij_^_eblvky�k�bklhqgbdhf

nbgZgkbjh\Zgby�b�ijbklmiblv�d�j_ZebaZpbb�ijh]jZffu�

Lh��qlh�lZdb_�hj]ZgbaZpbb��ki_pbZebklu��iheb]hgu�_klv��kms_kl\m_l�hiul�b�p_euc�jy^

gZjZ[hlhd�\�wlhc�h[eZklb��khfg_gby�g_�\uau\Z_l��Ijbf_jh\��k\yaZgguo�k�j_ZebaZpb_c�l_o�beb

bguo�kj_^kl\�ijh]jZffgh�l_ogbq_kdh]h�mjh\gy��fh`gh�ijb\h^blv�fgh]h��Dhjhldh�hklZgh\bfky

gZ�dZ`^hf�ba�ijh]jZffgh�l_ogbq_kdbo�k_j\bkh\�k�dhff_glZjbyfb�ih�ijh[e_fZf��dhlhju_

kms_kl\mxl�b�fh]ml�[ulv�ijbf_jZfb�lh]h��qlh�k^_eZgh��gZf�wlh�e_]q_�^_eZlv�gZ�hiul_�k_lb

MSUNet�Fhkdh\kdh]h�mgb\_jkbl_lZ��b�qlh�ke_^h\Zeh�[u�ih�dZ`^hfm�k_j\bkm�k^_eZlv��gZ�gZr

\a]ey^��\�[eb`Zcr__�\j_fy�

B^_glbnbdZpby�b�Zml_glbnbdZpby�±�i_j\uc�b�hkgh\ghc�jm[_`�h[_ki_q_gby

[_ahiZkghklb�gZ�ijh]jZffgh�l_ogbq_kdhf�mjh\g_��lZd�dZd�hklZevgu_�k_j\bku�wlh]h�mjh\gy��dZd

ijZ\beh��jZ[hlZxl�k�ihbf_gh\Zggufb�km[t_dlZfb��B^_glbnbdZpby�iha\hey_l�km[t_dlm

�ihevah\Zl_ex��ijhp_kkm��mkljhckl\m�b�l��i���gZa\Zlv�k_[y��Zml_glbnbdZpby�±�ih^l\_j^blv�k\hx

ih^ebgghklv��Ih^ebgghklv�fh`_l�[ulv�^hdZaZgZ�iml_f�ij_^ty\e_gby�h^ghc�ba�ke_^mxsbo

kmsghkl_c�

– lh]h��qlh�km[t_dl�agZ_l��gZijbf_j��iZjhey��

– lh]h��q_f�km[t_dl�\eZ^__l��gZijbf_j��fZ]gblghc�dZjlhqdb��

– lh]h��qlh�y\ey_lky�g_hlt_fe_fhc�qZklvx�km[t_dlZ��gZijbf_j��h[jZapZ�]hehkZ��

Hkgh\gu_�ijbgpbiu�ihkljh_gby�kbkl_fu�Zml_glbnbdZpbb�

– p_ehklghklv�

– p_gljZebah\Zgghklv�

– ]b[dhklv�

– fh^mevghklv�

<�gZklhys__�\j_fy�kms_kl\m_l�^hklZlhqgh�fgh]h�f_lh^h\�b^_glbnbdZpbb�b

Zml_glbnbdZpbb�^ey�jZaebqguo�\ZjbZglh\�b�kj_^�^hklmiZ��klhcdbo�dh�fgh]bf�\b^Zf�ZlZd��D

hkgh\guf�ijh[e_fZf�gZ�imlb�bo�\g_^j_gby�ke_^m_l�hlg_klb�ke_^mxsb_�

– kms_kl\mxsb_�f_lh^u�b�kj_^kl\Z�b^_glbnbdZpbb/Zml_glbnbdZpbb�g_�khklZ\eyxl

mgbnbpbjh\Zgghc��_^bghc��kbkl_fu��dhlhjZy�h[_ki_qb\ZeZ�[u�h[sb_��g_�aZ\bkysb_�hl

hl^_evguo�ijbeh`_gbc��f_oZgbafu�_z�ihiheg_gby��bkihevah\Zgby�b�jZa\blby�

– h[t_dlb\gh�]_l_jh]_ggZy�ZiiZjZlgZy�[ZaZ�b�ijh]jZffgh_�h[_ki_q_gb_��\�i_j\mx�hq_j_^v

HK�±�hi_jZpbhggZy�kj_^Z��\�bgl_jg_l�k_lyo�mkeh`gyxl�kha^Zgb_�mgbnbpbjh\Zgghc��ohly

[u�ih�ih^oh^Zf�d�kha^Zgbx��kbkl_fu�b^_glbnbdZpbb/Zml_glbnbdZpbb�

DZd�i_j\u_�rZ]b�\�wlhf�gZijZ\e_gbb�fh`gh�jZkkfZljb\Zlv�j_amevlZlu�jZ[hl�\�jZfdZo

f_`^mgZjh^gh]h�ijh_dlZ�PAM (Pluggable Authentication Modules�±�\kljZb\Z_fu�fh^meb

Zml_glbnbdZpbb [http://linux.kernel.org/pub/linux/libs/pam/index.html].Ij_bfms_kl\Z

p_gljbjh\Zgghc��fh^mevghc�^bgZfbq_kdhc�ko_fu�Zml_glbnbdZpbb�[ueb�hp_g_gu��PAM
ihemqbe�rbjhdh_�jZkijhkljZg_gb_��klZ\�qZklvx�HK�RedHat (Linux���Ijh^he`_gb_f�wlbo�jZ[hl�

gZijZ\e_gguf�gZ�mkljZg_gb_�g_^hklZldh\�PAM,�ke_^m_l�jZkkfZljb\Zlv�jZ[hlu�gZ^�ijh_dlhf

PNIAM (Pluggable NonInteracive Authentication Modules  [http:www.msu.ru/pniam/

pniam.html]

MijZ\e_gb_�^hklmihf�ijba\Zgh�aZ^Z\Zlv�b�dhgljhebjh\Zlv�\uiheg_gb_�ijZ\be��\

khhl\_lkl\bb�k�dhlhjufb�km[t_dlu��ihevah\Zl_eb��h[jZsZxlky�d�h[t_dlZf��j_kmjkZf�

bgnhjfZpbb�b�^j����Eh]bq_kdh_��\�hlebqb_�hl�nbabq_kdh]h��mijZ\e_gb_�^hklmihf�±�wlh�hkgh\ghc



f_oZgbaf�fgh]hihevah\Zl_evkdbo�kbkl_f��ijba\Zgguc�h[_ki_qblv�dhgnb^_gpbZevghklv�b

p_ehklghklv�h[t_dlh\�b��qZklbqgh��bo�^hklmighklv��Wlh�h^gZ�ba�kZfuo�keh`guo�aZ^Zq�\�h[eZklb

h[_ki_q_gby�bgnhjfZpbhgghc�[_ahiZkghklb��Keh`ghklv�_z�k\yaZgZ�k�[hevrbf�dhebq_kl\hf

h[t_dlh\��nhjf�bo�ij_^klZ\e_gby��^Zggu_��]bi_jl_dkl��fmevlbf_^bZ��b��khhl\_lkl\_ggh��\b^h\

^hklmiZ��ftp, telnet, http, «���Wlb�h[klhyl_evkl\Z�^bdlmxl�g_h[oh^bfhklv�ihkljh_gby�kbkl_fu

mijZ\e_gby�^hklmihf�g_�gZ�mjh\g_�hl^_evguo�khh[s_gbc�beb�^hdmf_glh\��Z�gZ�mjh\g_

bgnhjfZpbhgguo�j_kmjkh\�

<�gZklhys__�\j_fy�\�dZq_kl\_�fZl_fZlbq_kdbo�fh^_e_c�[hevrbgkl\Z�kbkl_f�mijZ\e_gby

^hklmihf�bkihevamxlky�^bkdj_pbhggZy�b�fZg^ZlgZy�fh^_eb��DZ`^Zy�ba�gbo�bf__l�k\hb

ij_bfms_kl\Z�b�g_^hklZldb��\�jZfdZo�ijbgylhc�iheblbdb�[_ahiZkghklb���gZijbf_j��^ey

mkbe_gby�dhgljhey�dhgnb^_gpbZevghklb�b�p_ehklghklb�qZs_�bkihevam_lky�fZg^ZlgZy�fh^_ev� <
g_dhlhjuo�kemqZyo�bkihevam_lky�kf_s_gb_�dhjgy�nZceh\hc�kbkl_fu�b�jy^�^jm]bo�f_lh^h\�

:gZeba�ij_bfms_kl\�b�g_^hklZldh\�jZaebqguo�fh^_e_c��kbkl_f�b�f_lh^h\��bo�j_ZebaZpby

^ey�jZaebqguo�HK��ihbkd�we_f_glh\�mgbnbdZpbb�kbkl_f�mijZ\e_gby�^hklmihf�gZ�]_l_jh]_gguo

kj_^Zo�khklZ\eyxl�i_j_q_gv�\Z`guo�\aZbfhk\yaZgguo�aZ^Zq�

Ijhlhdhebjh\Zgb_�b�Zm^bl�±�wlh�k[hj��gZdhie_gb_�b�ZgZeba�bgnhjfZpbb�h�kh[ulbyo�

ijhbkoh^ysbo�\�bgnhjfZpbhgghc�kbkl_f_�k�p_evx�__�bkihevah\Zgby�^ey�k_l_\h]h

f_g_^`f_glZ��hi_jZlb\gh]h�j_Z]bjh\Zgby�gZ�kblmZpbb��dhlhju_�ijbgylu�Z^fbgbkljZpb_c�\

dZq_kl\_��g_rlZlguo���gZjmr_gb_�bgnhjfZpbhgghc�[_ahiZkghklb��hldZa�ZiiZjZlgh�

ijh]jZffguo�kj_^kl\�k_l_\hc�ih^^_j`db�b�l��i�[http://www.jetinfo.ru/1999/8/1/articlel.8.1999

.html]��Wlh�h^bg�ba�kZfuo�\Z`guo�b�keh`guo�^ey�ihkljh_gby�ijh]jZffgh�l_ogbq_kdbo

f_oZgbafh\�h[_ki_q_gby�bgnhjfZpbhgghc�[_ahiZkghklb��<�dZq_kl\_�hkgh\guo�ijh[e_f�gZ�imlb

j_r_gby�wlhc�aZ^Zqb�fh`gh�hlf_lblv�

– keh`ghklv�ihkljh_gby�lZdhc�b_jZjobq_kdhc�kbkl_fu�gZ�]_l_jh]_gghc�kj_^_�ijb�gZebqbb

[hevrh]h�qbkeZ�dhffmgbdZpbhgguo�maeh\��qlh��dZd�ijZ\beh��ijbkms_�\_^hfkl\_gghc�beb

dhjihjZlb\ghc�k_lb�

– g_h[oh^bfhklv�j_^mdpbb�[hevrh]h�qbkeZ�iZjZf_ljh\��oZjZdl_jbamxsbo�khklhygb_

j_Zevghc�kbkl_fu�^h�h]jZgbq_ggh]h�gZ[hjZ�iZjZf_ljh\��hij_^_eyxsbo�fh^_ev��Z^_d\Zlgh

hibku\Zxsbo�ih\_^_gb_�j_Zevghc�kbkl_fu��

– hlkmlkl\b_�\uqbkebl_evguo�kj_^kl\��ZiiZjZlgh�ijh]jZffguo���dhlhju_�[u�h[_ki_qb\Zeb

nmgdpbhgZevghklv�kbkl_fu�\�j_Zevghf�\j_f_gb�

– g_h[oh^bfhklv�ihkljh_gby�fZl_fZlbq_kdbo�fh^_e_c��oZjZdl_jbamxsbo�lbibqgh_�k_l_\h_

ih\_^_gb_��ijhnbeb��kb]gZlmju���Z�lZd`_�g_lbibqgu_�beb�aZ\_^hfh�aehmfure_ggu_

^_ckl\by�

– ihkljh_gb_�[Zau�agZgbc��kbkl_fu�"on-line"�ZgZebaZ�b�Z\lhfZlbq_kdh]h��beb�ohly�[u

ihemZ\lhfZlbq_kdh]h��k�mqZklb_f�hi_jZlhjZ��j_Z]bjh\Zgby�

<�gZklhys__�\j_fy�bf__lky�^hklZlhqgh�fgh]h�bklhqgbdh\�ijhlhdhebjh\Zgby��hl�HK�^h

ijbeh`_gbc��dhlhju_�j_Zebamxlky�klZg^Zjlguf�dhffmgbdZpbhgguf�h[hjm^h\Zgb_f��>ey

Zm^blZ�bkihevam_lky�kjZ\g_gb_�k�h[jZapZfb�ZlZd��\uy\e_gb_�g_lbibqgh]h�ih\_^_gby��imlzf

kjZ\g_gby�k�h[jZapZfb�lbibqgh]h���H^gZdh�ihdZ�gb�h^gZ�ba�ihemqb\rbo�jZkijhkljZg_gb_

ih^h[guo�kbkl_f�g_�y\ey_lky�gb�m^h\e_l\hjbl_evgh�nmgdpbhgZevghc��gb�wnn_dlb\ghc�

IjbqbgZ�lhfm�±�hlkmlkl\b_�j_r_gbc�^ey�mdZaZgguo�\ur_�ijh[e_f��AgZqbl_evgZy�qZklv�ba�gbo

ghkbl�fZl_fZlbq_kdmx�b�ijh]jZffgh�l_ogbq_kdmx�gZijZ\e_gghklv�b�k�mki_ohf�fh`_l�[ulv

j_r_gZ�\�Jhkkbb�

Djbilh]jZnby ±�h^bg�ba�hkgh\guo�bgkljmf_glh\�h[_ki_q_gby�p_ehklghklb�b

dhgnb^_gpbZevghklb�bgnhjfZpbb��Hkgh\gufb�f_lh^Zfb�y\eyxlky�kbff_ljbqgh_��h^bg�b�lhl

`_�dexq�^ey�rbnjh\Zgby�b�jZkrbnjh\db�bgnhjfZpbb��b�Zkbff_ljbqgh_��h^bg�dexq�hldjul�

h[s_ba\_kl_g�^ey�rbnjh\Zgby��\lhjhc�±�aZdjul��^hklmi_g�lhevdh�h^ghfm�^ey�jZkrbnjh\db��

>hklhbgkl\h�kbff_ljbqgh]h�f_lh^Z�±�\�gZebqbb�gZ^_`guo�b�[ukljuo�Ze]hjblfh\�rbnjh\Zgby

b�^_rbnjh\Zgby��gh�g_^hklZlhd�\�rbjhdhf�jZkijhkljZg_gbb�dexqZ��D�g_^hklZldZf�Ze]hjblfh\

Zkbff_ljbqgh]h�f_lh^Z�rbnjh\Zgby�hlghkblky�gbadh_�[ukljh^_ckl\b_�k_lb�ijb�_]h

j_ZebaZpbb�

GZb[hevr__�jZkijhkljZg_gb_�\�Bgl_jg_l�ihemqbeb�kf_rZggu_�Ze]hjblfu��kgZqZeZ�k

ihfhsvx�Zkbff_ljbqghc�djbilh]jZnbb�]_g_jbjm_lky�h[sbc�k_dj_l�mqZklgbdh\

bgnhjfZpbhggh]h�h[f_gZ��aZl_f�wlhl�h[sbc�k_dj_l�bkihevam_lky�dZd�dexq�kbff_ljbqgh]h

Ze]hjblfZ��>ey�h[_ki_q_gby�p_ehklghklb�bgnhjfZpbb�bkihevam_lky�Zkbff_ljbqgZy

djbilh]jZnby�k�owrbjh\Zgb_f�



<�p_ehf��]h\hjy�h[�wlhf�gZijZ\e_gbb�^_yl_evghklb��ke_^m_l�hlf_lblv�mki_ob�jhkkbckdbo

fZl_fZlbdh\�\�h[eZklb�kha^Zgby�l_hj_lbq_kdbo hkgh\�b�fh^_e_c�djbilh]jZnbb��G_h[oh^bf

ihbkd�ih^oh^h\�d�kha^Zgbx�wnn_dlb\guo�Ze]hjblfh\�b�ijh]jZffgh]h�h[_ki_q_gby�^ey

khijh\h`^_gby�\�Bgl_jg_l�ijbeh`_gbc��djblbqguo�d�gZjmr_gbyf�p_ehklghklb�b

dhgnb^_gpbZevghklb�

WdjZgbjh\Zgb_�iha\hey_l�ih\ukblv�^hklmighklv�k_j\bkh\�\gmlj_gg_c�h[eZklb

�gZijbf_j��ehdZevghc�k_lb�hj]ZgbaZpbb���mf_gvrZy�gZ]jmadm�ba�\g_rg_c�h[eZklb��gZijbf_j�

Bgl_jg_l���WdjZgbjh\Zgb_�lZd`_�mf_gvrZ_l�mya\bfhklv�\gmlj_ggbo�k_j\bkh\�[_ahiZkghklb��lZd

dZd�\g_rg_fm�aehmfure_ggbdm�i_j\hgZqZevgh�gm`gh�ijhclb�kd\hav�wdjZg�

F_`k_l_\u_�wdjZgu�ij_^gZagZq_gu�^ey�jZa]jZgbq_gby�^hklmiZ�deb_glh\�ba�h^gh]h

fgh`_kl\Z�bgnhjfZpbhgguo�kbkl_f�d�k_j\_jZf�ba�^jm]h]h��DZd�ijZ\beh��aZ^ZqZ�nhjfmebjm_lky

g_kbff_ljbqguf�h[jZahf��h^gh�fgh`_kl\h�y\ey_lky��\gmlj_ggbf���gZijbf_j��ehdZevgZy�k_lv

hj]ZgbaZpbb���Z�^jm]h_�–�\g_rgbf��gZijbf_j��\g_rgbf�k_]f_glhf�,QWHUQHW��

F_`k_l_\hc�wdjZg�fh`gh�ij_^klZ\blv�dZd�ihke_^h\Zl_evghklv�nbevljh\��DZ`^uc�nbevlj

fh`_l�g_�ijhimklblv�^Zggu_��kjZam�i_j_dbgmlv�^Zggu_�gZ�^jm]mx�klhjhgm�beb�i_j_^Zlv�^Zggu_

ke_^mxs_fm�nbevljm��WdjZgu��dZd�ijZ\beh��jZ[hlZxl�gZ�k_l_\hf��ljZgkihjlghf�beb

ijbdeZ^ghf�mjh\g_�fh^_eb�OSI.

JZ[hlu�ih�kha^Zgbx�wnn_dlb\guo�f_`k_l_\uo�wdjZgh\�bf_xl�hq_gv�\Z`gh_�agZq_gb_�b

\_^mlky��dZd�ijZ\beh��hj]ZgbaZpbyfb��ki_pbZebabjmxsbfbky�\�wlhc�h[eZklb�

ó��
������

1. <Zk_gbg�<��:���Jhkkbckdb_�ZdZ^_fbq_kdb_�k_lb�b�Bgl_jg_l��khklhygb_��ijh[e_fu��j_r_gby�

��Ih^�j_^��<��:��KZ^h\gbq_]h��±�F���JWNB:������������k�

2. KZ^h\gbqbc�<��:���<Zk_gbg�<��:���Fhdjhmkh\�:��:���Lmlm[Zebg�:��<���Jhkkbckdbc�Bgl_jg_l

\�pbnjZo�b�nZdlZo��F���Ba^�\h�Fhkdh\kdh]h�mgb\_jkbl_lZ������������k�

3. Kbkl_fguc�ijh_dl�F_`\_^hfkl\_gghc�ijh]jZffu�©Kha^Zgb_�gZpbhgZevghc�k_lb

dhfivxl_jguo�l_e_dhffmgbdZpbc�^ey�gZmdb�b�\ukr_c�rdheuª��F��������

4. ;hcdh�<��<���<Zk_gbg�<��:���IeZlhgh\�:��I���HihjgZy�bgnjZkljmdlmjZ�gZpbhgZevghc�k_lb

dhfivxl_jguo�l_e_dhffmgbdZpbc�^ey�gZmdb�b�\ukr_c�rdheu����©L_e_fZlbdZ¶��ª�<k_jhkk�

gZmqgh�f_lh^��dhgn���L_abku�^hde�����±����fZy������]���K��I_l_j[mj]��k�����±����

5. <Zk_gbg�<�:��<ukhdhijhba\h^bl_evgu_�gZmqgh�h[jZah\Zl_evgu_�k_lb�Jhkkbb��GZklhys__

������b�[m^ms__����F�Ba^�\h�Fhkdh\kdh]h�mgb\_jkbl_lZ����������k�
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