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<�<��Dhjg__\ (Jhkkby)

F_klh�^bgZfbq_kdh]h�fhgblhjbg]Z�\�ijh]jZffgh�ZiiZjZlghc�ieZlnhjf_

H[_ki_q_gb_� bgnhjfZpbhgghc� [_ahiZkghklb� kem`bl� h^ghc� ba� khklZ\guo� qZkl_c

mijZ\e_gby� kbkl_fhc�� b� ^ey� ihevah\Zl_ey� g_� \Z`gh� ihemqbe� hg� hldZa� \� h[kem`b\Zgbb� beb

bkdZ`_gb_� ^Zgguo� \� j_amevlZl_� j_ZebaZpbb� m]jhau� dhfivxl_jgh]h� gZiZ^_gby�� hldZaZ

h[hjm^h\Zgby� beb� hrb[db� \� ijh]jZff_�� Hiylv� `_�� ihke_� h[gZjm`_gby� ZlZdb� g_h[oh^bfh

ijbgylv� f_ju� ^ey� ij_^hl\jZs_gby� ijh^he`_gby� ZlZdb� b� \hkklZgh\e_gby� jZ[hlhkihkh[gh]h

khklhygby��qlh�lj_[m_l�mijZ\e_gby�kbkl_fhc�

<� jZfdZo� dhgp_ipbb� hldjuluo� kbkl_f� bf__lky� b� [ukljh� jZa\b\Z_lky� g_kdhevdh

bgl_]jbjh\Zgguo� kbkl_f� mijZ\e_gby�� lZdbo� dZd� HP OpenView, Solstice SunNet Manager,
Unicenter TNG�� [Zabjmxsboky� gZ� fh^_eb� mijZ\e_gby�� ij_^eh`_gghc� F_`^mgZjh^ghc

Hj]ZgbaZpb_c� ih� KlZg^ZjlbaZpbb� �,62��� Kh]eZkgh� wlhc� fh^_eb� kbkl_fZ� mijZ\e_gby� ijba\ZgZ

j_rZlv�aZ^Zqb���lbih\��dZ`^uc�lbi�kh^_j`bl�fgh`_kl\h�jZaebqguo�ih^aZ^Zq��

1. MijZ\e_gb_�wnn_dlb\ghklvx��k[hj�b�ZgZeba�bgnhjfZpbb�h[�wnn_dlb\ghklb�bkihevah\Zgby

j_kmjkh\� ih� iZjZf_ljZf�� aZ^Z\Z_fuf� Z^fbgbkljZlhjhf�� p_ev� ±� \uy\e_gb_� ijbqbg

g_^hklZlhqghc�ijhba\h^bl_evghklb�b�^j���

2. MijZ\e_gb_� dhgnb]mjZpb_c� �k[hj� b� ZgZeba� bgnhjfZpbb� h� khklhygbb� ZiiZjZlguo� b

ijh]jZffguo� we_f_glh\� kbkl_fu�� mijZ\e_gb_� jZ[hlhc� jZaebqguo� dhgnb]mjZpbc

ZiiZjZlguo� kj_^kl\� b� jZaguo� \_jkbc� ijh]jZffgh]h� h[_ki_q_gby�� p_ev� ±� h[_ki_q_gb_

kh\f_klbfhklb� b� g_cljZebaZpby� wdkiemZlZpbhgguo� hldehg_gbc� b� ih]j_rghkl_c� ^ey

ih^^_j`Zgby�gZ^_`ghc�jZ[hlu��

3. MijZ\e_gb_� bkihevah\Zgb_f� j_kmjkh\� �baf_j_gb_� iZjZf_ljh\� bkihevah\Zgby� kbkl_fu

bg^b\b^mZevgufb� b� ]jmiih\ufb� ihevah\Zl_eyfb� b� \u^_e_gb_� j_kmjkh\� ^ey� gbo�� p_ev� ±

jZpbhgZevgh_�ij_^hklZ\e_gb_�j_kmjkh\��dZd�k�lhqdb�aj_gby�kbkl_fu��lZd�b�k�lhqdb�aj_gby

ihevah\Zl_ey��

4. MijZ\e_gb_�g_bkijZ\ghklyfb��hij_^_e_gb_�kbfilhfh\�g_bkijZ\ghklb��nbdkZpby��baheypby

g_bkijZ\ghklb� iml_f� j_dhgnb]mjZpbb� kbkl_fu�� m\_^hfe_gb_� ihevah\Zl_e_c�� b

Z\lhfZlbq_kdh_� mkljZg_gb_� ijh[e_f� \� kbkl_f_� �\� ij_^_eZo� \hafh`gh]h��� \hagbdZxsbo

\ke_^kl\b_�k[h_\�b�hldZah\��mkljZg_gb_�g_bkijZ\ghklb��ijh\_jdZ�mkljZg_gby�g_bkijZ\ghklb

\h� \k_o� \Z`guo� ih^kbkl_fZo�� p_ev� ±� h[_ki_q_gb_� hldZahmklhcqb\hklb� b� g_ij_ju\ghklb

h[kem`b\Zgby��

5. MijZ\e_gb_� aZsblhc� ^Zgguo� �dhgljhev� ^hklmiZ� d� j_kmjkZf� \� khhl\_lkl\bb� k� iheblbdhc

[_ahiZkghklb��p_ev�±�j_ZebaZpby�iheblbdb�[_ahiZkghklb��

Bgl_]jbjh\Zggu_�kbkl_fu�mijZ\e_gby��Z�lZd`_�hi_jZpbhggu_�kbkl_fu�k_f_ckl\Z�Unix,
ljZgkeylhju� b� ^jm]h_� h[s_kbkl_fgh_� ijh]jZffgh_� h[_ki_q_gb_� bf_xl� klZ\rbc� ih� kms_kl\m

klZg^Zjlhf� mjh\_gv� nmgdpbhgZevghklb� b� bgl_jn_ckh\� ijbdeZ^gh]h� ijh]jZffbjh\Zgby�

dhlhjuc� \hkijbgbfZ_lky� ihevah\Zl_eyfb� dZd� dhfnhjlguc�� Kha^Zgb_� wd\b\Ze_glghc� ih

nmgdpbhgZevghklb� b� bgl_jn_ckZf� kj_^u� ijbdeZ^gh]h� ijh]jZffbjh\Zgby� ba� ijh^mdlh\

hl_q_kl\_gghc� jZajZ[hldb� ^ey� hl_q_kl\_gguo� ihevah\Zl_e_c� ij_^klZ\ey_lky� g_� j_Zevguf�

Ihwlhfm� g_h[oh^bfh� kha^Z\Zlv� ijh^mdlu� ^ey� h[_ki_q_gby� bgnhjfZpbhgghc� [_ahiZkghklb� \

jZfdZo� dhgp_ipbb� hldjuluo� kbkl_f�� Wlb� ijh^mdlu� ^he`gu� hkms_kl\eylv� bgl_ee_dlmZevguc

dhgljhev� aZ� ijh]jZffgh�ZiiZjZlgufb� ieZlnhjfZfb�� gZ� dhlhjuo� nmgdpbhgbjmxl� ijbdeZ^gu_

bgnhjfZpbhggh�l_e_dhffmgbdZpbhggu_�kbkl_fu�

F_klh�^bgZfbq_kdh]h�fhgblhjbg]Z�\�j_ZebaZpbb�iheblbdb�[_ahiZkghklb

Kbkl_fZ� ^bgZfbq_kdh]h� fhgblhjbg]Z� ^hihegy_l� lZdb_� ljZ^bpbhggu_� aZsblgu_

f_oZgbafu��dZd�b^_glbnbdZpby�Zml_glbnbdZpby�b�jZa]jZgbq_gb_�^hklmiZ�

Ih^h[gh_�^hiheg_gb_�g_h[oh^bfh�ih�ke_^mxsbf�ijbqbgZf�

-�\h�i_j\uo��kms_kl\mxsb_�kj_^kl\Z�jZa]jZgbq_gby�^hklmiZ�g_�kihkh[gu�j_Zebah\Zlv�\k_

lj_[h\Zgby� iheblbdb� [_ahiZkghklb�� _keb� ihke_^gb_� bf_xl� [he__� keh`guc� \b^�� q_f

jZaj_r_gb_�aZij_l� ZlhfZjguo� hi_jZpbc� k� j_kmjkZfb� bgnhjfZpbhgghc� kbkl_fu�� JZa\blZy



iheblbdZ� [_ahiZkghklb� fh`_l�� gZijbf_j�� gZdeZ^u\Zlv� h]jZgbq_gby� gZ� kmffZjguc� h[t_f

ijhqblZgghc�ihevah\Zl_e_f�bgnhjfZpbb��aZij_sZlv�^hklmi�d�j_kmjkm�<��_keb�jZg__�bf_e�f_klh

^hklmi�d�j_kmjkm�:��b�l�i��

-�\h�\lhjuo�� \� kZfbo� aZsblguo� f_oZgbafZo� k_lb� fh]ml� [ulv� hrb[db� b� mya\bfhklb�

ihwlhfm�ihfbfh�\g_^j_gby��imklv�^Z`_�kZfuo�wnn_dlb\guo�aZsblguo�f_oZgbafh\��ijboh^blky

aZ[hlblvky�b�h[�h[gZjm`_gbb�nZdlh\�ij_h^he_gby�\g_^j_gguo�\�kbkl_fm�kj_^kl\�aZsblu�

-�\� lj_lvbo�� \� ijhp_kk_� wdkiemZlZpbb� aZsblguo� f_oZgbafh\� ihevah\Zl_eb� fh]ml

^himkdZlv� gZjmr_gby� ijZ\be� bo� wdkiemZlZpbb�� ijb\h^ysb_� d� \hafh`ghklb� gZjmr_gby

iheblbdb�[_ahiZkghklb�

DeZkkbnbdZpby�kbkl_f�^bgZfbq_kdh]h�fhgblhjbg]Z

Kbkl_fu� ^bgZfbq_kdh]h� fhgblhjbg]Z� fh]ml� [ulv� deZkkbnbpbjh\Zgu� ih� ba\_klguf� \

ebl_jZlmj_�ijbagZdZf�

Ih� f_lh^m� h[gZjm`_gby�� ?keb� ^ey� h[gZjm`_gby� ZlZdb� kbkl_fZ� ^bgZfbq_kdh]h

fhgblhjbg]Z�bkihevam_l�bgnhjfZpbx�h�jZg__�ba\_klguo�ZlZdZo��lh�hgZ�hlghkblky�d�kbkl_fZf�

hkgh\Zgguf� gZ� agZgbyo�� ?keb� ^ey� h[gZjm`_gby� ZlZdb� kbkl_fZ� ^bgZfbq_kdh]h� fhgblhjbg]Z

bkihevam_l� bgnhjfZpbx� h� ghjfZevghf� ih\_^_gbb� kbkl_fu�� \� dhlhjhc� hkms_kl\ey_lky

fhgblhjbg]�� lh� kbkl_fZ� ^bgZfbq_kdh]h� fhgblhjbg]Z� hlghkblky� d� kbkl_fZf�� hkgh\Zgguf� gZ

ih\_^_gbb.

Ih� ih\_^_gbx� ijb� h[gZjm`_gbb� ZlZdb.� ?keb� kbkl_fZ� ^bgZfbq_kdh]h� fhgblhjbg]Z

Zdlb\gh� j_Z]bjm_l� gZ� ZlZdm�� bkijZ\eyy� ihke_^kl\by� ZlZdb�� eb[h� ij_djZsZy� h[kem`b\Zgb_�� lh

kbkl_fZ� gZau\Z_lky� Zdlb\ghc�� ?keb� kbkl_fZ� ^bgZfbq_kdh]h� fhgblhjbg]Z� lhevdh� ]_g_jbjm_l

kb]gZe�lj_\h]b��lh�hgZ�hlghkblky�d�iZkkb\guf.

Ih� bklhqgbdm� ^Zgguo� ^ey� Zm^blZ.� Kbkl_fZ� ^bgZfbq_kdh]h� fhgblhjbg]Z� hlghkblky� d

ohklh\uf,�_keb�bkihevam_l�^Zggu_�ba�log�nZceh\��beb�k_l_\uf��_keb�ZgZebabjm_l�iZd_lu��beb

dhf[bgbjh\Zgguf�±�ijb�bkihevah\Zgbb�log�nZceh\�b�iZd_lh\�

Ih� lbim� nmgdpbhgbjh\Zgby�� Kbkl_fu� ^bgZfbq_kdh]h� fhgblhjbg]Z� g_ij_ju\gh]h

^_ckl\by��jZ[hlZxsb_��\�j_Zevghf�\j_f_gb��beb�i_jbh^bq_kdb�Zdlb\babjm_fu_.

Ih�f_lh^m�ijbgylby�j_r_gby��F_lh^u�j_r_gby�aZ^Zq�jZkihagZ\Zgby�ZlZd�fh]ml�[ulv

deZkkbnbpbjh\Zgu�gZ�ebg]\bklbq_kdb_��kbglZdkbq_kdb_��kljmdlmjgu_��b�]_hf_ljbq_kdb_��Ih^

ZlZdhc�ihgbfZ_lky�g_dhlhjh_�ih^fgh`_kl\h�khklhygbc�h[t_dlh\�kbkl_fu��<�dZq_kl\_�h[t_dlh\

\uklmiZxl�� gZijbf_j�� ihey� aZibk_c� \� [ZaZo� ^Zgguo�� ihey� \� ijbgyluo� iZd_lZo�� \_dlhju

ij_ju\Zgbc� b� lZd� ^Ze__�� Ijb� wlhf� ba� iZd_lh\� fh`_l� \u^_eylvky� kh^_j`bfh_� jZaguo� k_l_\uo

mjh\g_c�� ijhba\h^blvky� ^_njZ]f_glZpby� iZd_lh\� ^ey� ihemq_gby� \hafh`ghklb� ZgZebaZ� bo

ihegh]h� kh^_j`bfh]h� b� j_dhgkljmdpbb� ihlhdh\� iZd_lh\� ^ey� ihemq_gby� \hafh`ghklb� mq_lZ

bgnhjfZpbb� h� jZa\blbb� ZlZdb�� Ijbgylb_� j_r_gby� h� lhf�� dZdb_� khklhygby� kqblZlv� ZlZdhc�

hlghkblky� d� aZ^ZqZf� mijZ\e_gby� b� ij_^iheZ]Z_l� hij_^_e_gb_� fgh`_kl\Z� ijbagZdh\� h[t_dlh\�

mklZgh\e_gb_� rdZe� b� baf_j_gb_� m� h[t_dlh\� agZq_gbc� wlbo� ijbagZdh\�� ihkljh_gb_� j_rZxsbo

ijZ\be�jZkihagZ\Zgby�deZkkh\�khklhygbc�h[t_dlh\�ih�\_dlhjZf�ijbagZdh\��ij_^klZ\eyxsbf�wlb

khklhygby�

Ebg]\bklbq_kdb_� f_lh^u� bkihevamxl� \� dZq_kl\_� ijbagZdh\� g_dhlhju_� aZjZg__

hij_^_e_ggu_� g_ijhba\h^gu_� �bkoh^gu_�� we_f_glu�� Khklhygby� h[t_dlh\� ij_^klZ\eyxlky

ihkj_^kl\hf� b_jZjobq_kdhc� kljmdlmju�� dhgkljmbjm_fhc� gZ� [Za_� g_ijhba\h^guo� we_f_glh\�

=jZffZlbdZ� aZ^Zgby� khklhygbc� kh^_j`bl� dhg_qgh_� qbkeh� g_ijhba\h^guo� we_f_glh\�� ijZ\be

ih^klZgh\db�b�i_j_f_gguo��<�ebg]\bklbq_kdbo�f_lh^Zo�bkihevam_lky�\_kv�Zjk_gZe�nhjfZevguo

yaudh\� b� ]jZffZlbd�� Ebg]\bklbq_kdb_� f_lh^u� ijbf_gyxlky�� gZijbf_j�� ijb� kb]gZlmjghf

ZgZeba_.

<�]_hf_ljbq_kdbo�f_lh^Zo�khklhygby�h[t_dlh\�ij_^klZ\eyxlky�lhqdZfb�\�fgh]hf_jghf

ijhkljZgkl\_� ijbagZdh\�� qbkeh� baf_j_gbc� dhlhjh]h� jZ\gh� qbkem� ijbagZdh\�� jZaebqZ_fuo� m

h[t_dlh\�� Yjdbf� ij_^klZ\bl_e_f� wlbo� f_lh^h\� kem`Zl� ihjh]h\u_� j_rZxsb_� ijZ\beZ,
hlghkysb_�d�jZaguf�deZkkZf�khklhygby��\�dhlhjuo�agZq_gb_�g_dhlhjh]h�ijbagZdZ�[hevr_�jZ\gh

beb� f_gvr_� aZ^Zggh]h� ihjh]Z�� =_hf_ljbq_kdb_� f_lh^u�� \� k\hx� hq_j_^v�� fh]ml� [ulv

deZkkbnbpbjh\Zgu�

ih� Zijbhjghc� bgnhjfZpbb� �iheghklvx� hij_^_e_ggu_�� iZjZf_ljbq_kdb_� beb

g_iZjZf_ljbq_kdb_��

ih�bkihevam_fuf�fh^_eyf��^_l_jfbgbjh\Zggu_�beb�\_jhylghklgu_��

GZijbf_j�� \� wlhc� deZkkbnbdZpbb� g_cjhggu_� k_lb� hlghkylky� d� iZjZf_ljbq_kdbf

^_l_jfbgbjh\Zgguf� f_lh^Zf�� \� dhlhjuo�� \� hlebqb_� hl� iheghklvx� hij_^_e_gguo�� g_� aZ^Zgu



jZa^_eyxsb_�]bi_jiehkdhklb�b�wlZehgu�deZkkh\��Z�dhebq_kl\h�b�iheh`_gb_�]bi_jiehkdhkl_c�b

wlZehgh\� deZkkh\� nhjfbjm_lky� gZ� [Za_� h[mqZxsbo� ijbf_jh\�� iml_f� hij_^_e_gby

khhl\_lkl\mxsbo�agZq_gbc�\_kh\uo�dhwnnbpb_glh\��\uklmiZxsbo�\�jheb�iZjZf_ljh\�

Kbkl_fu� ^bgZfbq_kdh]h� fhgblhjbg]Z� ^he`gu� m^h\e_l\hjylv� ke_^mxsbf

lj_[h\Zgbyf�

- IheghlZ� h[gZjm`_gby� ZlZd�� Ijhimkd� ^Z`_� h^gh]h� k_l_\h]h� iZd_lZ� fh`_l� ^Zlv

aehmfure_ggbdm�rZgk�gZ�mki_rgmx�ZlZdm�

- <ukhdZy� ijhba\h^bl_evghklv� b� fZkrlZ[bjm_fhklv�� ?keb� ba\_klgh�� qlh� kbkl_fZ

^bgZfbq_kdh]h� fhgblhjbg]Z� h[eZ^Z_l� g_^hklZlhqghc� ijhba\h^bl_evghklvx�� hgZ� fh`_l

klZlv� h[t_dlhf� ZlZdb� gZ� ^hklmighklv�� gZ� nhg_� dhlhjhc� [m^ml� jZa\b\Zlvky� ^jm]b_� \b^u

gZiZ^_gby�� Wlh� lj_[m_l� hl� kbkl_fu� ^bgZfbq_kdh]h� fhgblhjbg]Z� hq_gv� \ukhdh]h� dZq_kl\Z

j_ZebaZpbb�� fhsghc� ZiiZjZlghc� ih^^_j`db�� ?keb� mq_klv�� qlh� aZsbsZ_fu_� k_j\bku

gZoh^ylky�\�ihklhygghf�jZa\blbb��lh�klZg_l�ihgylgh��qlh�lj_[h\Zgb_�ijhba\h^bl_evghklb

h^gh\j_f_ggh�y\ey_lky�b�lj_[h\Zgb_f�fZkrlZ[bjm_fhklb�

- Fbgbfmf� eh`guo� lj_\h]�� <� Z[khexlghf� \ujZ`_gbb� ^himklbfh� g_� [he__� h^ghc� eh`ghc

lj_\h]b� \� qZk� �emqr_�� _keb� bo� [m^_l� _s_� gZ� ihjy^hd� f_gvr_��� Ijb� bgl_gkb\guo� ihlhdZo

^Zgguo� f_`^m� k_j\bkZfb� b� bo� deb_glZfb� ih^h[gh_� lj_[h\Zgb_� hdZau\Z_lky� \_kvfZ

`_kldbf��Imklv��gZijbf_j��\�k_dmg^m�ih�dhgljhebjm_fhfm�dZgZem�ijhoh^bl������iZd_lh\�

AZ� qZk� iZd_lh\� [m^_l� �� ���� ����� Fh`gh� ij_^iheh`blv�� qlh� ihqlb� \k_� hgb� g_� y\eyxlky

aehmfure_ggufb�� B� lhevdh� h^bg� jZa� kbkl_fZ� ^bgZfbq_kdh]h� fhgblhjbg]Z� bf__l� ijZ\h

ijbgylv��k\h_]h��aZ��qm`h]h���lh�_klv�\_jhylghklv�eh`ghc�lj_\h]b�^he`gZ�bf_lv�ihjy^hd�g_

[he__���-7.

- Mf_gb_� h[tykgylv� ijbqbgm� lj_\h]b�� <uiheg_gb_� wlh]h� lj_[h\Zgby�� \h�i_j\uo�� ihfh]Z_l

hlebqblv�h[hkgh\Zggmx�lj_\h]m�hl�eh`ghc��\h�\lhjuo��ihfh]Z_l�hij_^_eblv�i_j\hijbqbgm

bgpb^_glZ��qlh�\Z`gh�^ey�hp_gdb�_]h�ihke_^kl\bc�b�g_^hims_gby�ih\lhjguo�gZjmr_gbc�

>Z`_� _keb� j_Z]bjh\Zgb_� gZ� gZjmr_gb_� ijhba\h^blky� \� Z\lhfZlbq_kdhf� j_`bf_�� ^he`gZ

hklZ\Zlvky�\hafh`ghklv�ihke_^mxs_]h�jZa[hjZ�kblmZpbb�ki_pbZebklZfb�

- Bgl_]jZpby� k� kbkl_fhc� mijZ\e_gby� b� ^jm]bfb� k_j\bkZfb� [_ahiZkghklb�� Bgl_]jZpby� k

kbkl_fhc� mijZ\e_gby� bf__l� ^\_� klhjhgu�� <h�i_j\uo�� kZfb� kj_^kl\Z� ^bgZfbq_kdh]h

fhgblhjbg]Z�^he`gu�mijZ\eylvky��mklZgZ\eb\Zlvky��dhgnb]mjbjh\Zlvky��dhgljhebjh\Zlvky�

gZjZ\g_� k� ^jm]bfb� k_j\bkZfb�� <h�\lhjuo�� ^bgZfbq_kdbc� fhgblhjbg]� fh`_l� �b� ^he`_g�

ihklZ\eylv�^Zggu_�\�h[smx�[Zam�^Zgguo�mijZ\e_gby��Bgl_]jZpby�k�k_j\bkZfb�[_ahiZkghklb

g_h[oh^bfZ� dZd� ^ey� emqr_]h� ZgZebaZ� kblmZpbb� �gZijbf_j�� k� ijb\e_q_gb_f� kj_^kl\

dhgljhey� p_ehklghklb��� lZd� b� ^ey� hi_jZlb\gh]h� j_Z]bjh\Zgby� gZ� gZjmr_gby� �kj_^kl\Zfb

ijbeh`_gbc��hi_jZpbhgguo�kbkl_f�beb�f_`k_l_\uo�wdjZgh\��

- GZebqb_� l_ogbq_kdhc� \hafh`ghklb� m^Ze_ggh]h� fhgblhjbg]Z� bgnhjfZpbhgghc� kbkl_fu�

LZdZy� \hafh`ghklv�� g_kfhljy� gZ� __� ihl_gpbZevgmx� mya\bfhklv�� \iheg_� hijZ\^ZgZ�

ihkdhevdm� [hevrbgkl\h�hj]ZgbaZpbc� g_� jZkiheZ]Z_l� d\Zebnbpbjh\Zggufb� ki_pbZebklZfb

ih� bgnhjfZpbhgghc� [_ahiZkghklb� \h� \k_o� imgdlZo� jZkij_^_e_gghc� bgnhjfZpbhggh�

l_e_dhffmgbdZpbhgghc�kbkl_fu�

KlZg^Zjlu�\�h[eZklb�^bgZfbq_kdh]h�fhgblhjbg]Z

���MgbnbdZpby�nhjfZlh\�^Zgguo�b�ijhlhdheh\�h[f_gZ�^Zggufb

>ey�jZa\blby�jZ[hl�\�h[eZklb�h[gZjm`_gby�ZlZd�DARPA�kha^Zeh�jZ[hqmx�]jmiim�CIDF
(Common Intrusion-Detection Framework��� P_ev� wlhc� ]jmiiu� ±� dhhj^bgZpby� ijh_dlh\� k� p_evx

mgbnbdZpbb� nhjfZlh\� ^Zgguo� b� ijhlhdheh\� h[f_gZ� ^Zggufb� f_`^m� kj_^kl\Zfb�

jZajZ[Zlu\Z_fufb�\�jZaguo�ijh_dlZo��<u^_e_gu�]jmiiu�fh^me_c�\�khhl\_lkl\bb�k�bo�jhevx�\

kbkl_fZo� h[gZjm`_gby� ZlZd� �KH:��� Hij_^_e_gu� bgl_jn_cku� f_`^m� fh^meyfb�� CIDF
\ujZ[Zlu\Z_l� Internet Engineering Task Force (IETF�� k� p_evx�k^_eZlv� k\hx� jZ[hlu� klZg^Zjlhf

^ey�k_lb�Internet.

CIDF�\u^_ey_l���]jmiiu�fh^me_c��Fh^meb�\aZbfh^_ckl\mxl�ihkj_^kl\hf�h[t_dlh\�gidos
(generalized intrusion-detection object��� ij_^klZ\e_gguo� \� klZg^Zjlbah\Zgghf� nhjfZl_� s-
expression. Gidos�i_j_ghkyl�bgnhjfZpbx�f_`^m�fh^meyfb��K�k_fZglbq_kdhc�lhqdb�aj_gby��gidos
ij_^klZ\eyxl� eb[h� kh[ulb_� Zm^blZ�� dhlhjh_� ijhbahreh� \� kbkl_f_�� eb[h� j_amevlZl� ZgZebaZ

kh[ulby�Zm^blZ�

Q_luj_�lbiZ�fh^me_c�ke_^mxsb_�



Kh[ulbcgu_� fh^meb (Event boxes�� khdjZs_ggh� E-boxes�� \ujZ[Zlu\Zxl� kh[ulby�

dhlhju_�h[jZ[Zlu\Zxlky�KH:��E-boxes�ijhl_dZxl�gZ�kbkl_f_��gZoh^ys_cky�ih^�gZ[ex^_gb_f�

b� ^_eZxl� ^hklmigufb� ijhbkoh^ysb_� \� kbkl_f_� kh[ulby� \k_f� fh^meyf� KH:�� Jhev� E-boxes
khklhbl�\�\u^Zq_�bgnhjfZpbb�h�kh[ulbyo�\�klZg^Zjlbah\Zgghc�nhjf_�gidos.

:gZebabjmxsb_�fh^meb (Analysis boxes��khdjZs_ggh�A-boxes��h[jZ[Zlu\Zxl�kh[ulby�hl

E-boxes� b�beb� ^jm]bo� A-boxes� b� \u^Zxl� kb]gZe� h[� ZlZd_�� <Z`gh� ih^q_jdgmlv�� qlh� \hafh`gh

ihkljh_gb_� b_jZjobq_kdhc� ko_fu� ijbgylby� j_r_gby� h[� ZlZd_�� gZijbf_j�� gZ� hkgh\Zgbb

aZdexq_gby�g_kdhevdbo�A-boxes�b�gZebqby�hij_^_e_gguo�kh[ulbc�

;Zau�^Zgguo��Database boxes��khdjZs_ggh�D-boxes��kh^_j`Zl�Zjob\�gidos��GZijbf_j��\�D-
box� fh`gh� aZihfgblv� kh[ulby� b� kb]gZeu� h[� ZlZdZo�� DZ`^uc� fh^mev� D-box� fh`_l� jZ[hlZlv

lhevdh�k�hij_^_e_gguf�fh^me_f�A-box��dhlhjuc�hg�ih^^_j`b\Z_l�

J_Z]bjmxsb_� fh^meb� �Response boxes�� khdjZs_ggh� R-boxes�� \ujZ[Zlu\Zxl� aZsblgu_

^_ckl\by�\�khhl\_lkl\bb�k�ihklmib\rbf�kb]gZehf�h[�ZlZd_��Fgh]b_�kh\j_f_ggu_�ZlZdb�^eylky

k_dmg^u� beb� ^Z`_� ^heb� k_dmg^u�� ihwlhfm� \dexq_gb_� \� ijhp_kk� j_Z]bjh\Zgby� q_eh\_dZ� qZklh

\ghkbl� g_^himklbfh� [hevrmx� aZ^_j`dm�� Hl\_lgu_� f_ju� ^he`gu� [ulv� \� fZdkbfZevgh

\hafh`ghc� kl_i_gb� Z\lhfZlbabjh\Zgu�� bgZq_� nhjfbjh\Zgb_� Z^_d\Zlgh]h� hl\_lZ� \h� fgh]hf

l_jy_l�kfuke��:\lhfZlbaZpby�gm`gZ�_s_�b�ih�lhc�ijbqbg_��qlh�^Ze_dh�g_�\h�\k_o�hj]ZgbaZpbyo

Z^fbgbkljZlhju� [_ahiZkghklb� h[eZ^Zxl� ^hklZlhqghc� d\ZebnbdZpb_c� ^ey� Z^_d\Zlgh]h

j_Z]bjh\Zgby�gZ�b^_glbnbpbjh\Zggu_�ZlZdmxsb_�bgnhjfZpbhggu_�\ha^_ckl\by�

���Ijh_dl�klZg^ZjlZ�=HKL�J�BKH�FWD�������©BgnhjfZpbhggZy�l_ogheh]by��F_lh^u�b

kj_^kl\Z� h[_ki_q_gby� [_ahiZkghklb�� Djbl_jbb� hp_gdb� [_ahiZkghklb� bgnhjfZpbhgguo

l_ogheh]bcª

Wlhl� klZg^Zjl� ij_^mkfZljb\Z_l� deZkk� nmgdpbhgZevguo� lj_[h\Zgbc� FAU�� Zm^bl

[_ahiZkghklb�

:m^bl� [_ahiZkghklb� \dexqZ_l� jZkihagZ\Zgb_�� aZibkv�� ojZg_gb_� b� ZgZeba� bgnhjfZpbb�

k\yaZgghc� k� ^_ckl\byfb�� hlghkysbfbky� d� [_ahiZkghklb� �gZijbf_j�� ^_ckl\byfb�

dhgljhebjm_fufb�iheblbdhc�[_ahiZkghklb�h[t_dlZ�hp_gdb��

:m^bl�[_ahiZkghklb�^_dhfihabjm_lky�gZ�ke_^mxsb_�dhfihg_glu�

• :\lhfZlbq_kdZy�j_Zdpby�Zm^blZ�[_ahiZkghklb

• =_g_jZpby�^Zgguo�Zm^blZ�[_ahiZkghklb

• :gZeba�Zm^blZ�[_ahiZkghklb

• Ijhkfhlj�Zm^blZ�[_ahiZkghklb

• <u[hj�kh[ulbc�Zm^blZ�[_ahiZkghklb

• OjZg_gb_�kh[ulbc�Zm^blZ�[_ahiZkghklb

Ihkljh_gb_�kbkl_f�^bgZfbq_kdh]h�fhgblhjbg]Z

<hafh`ghklv� kha^Zgby� kbkl_f� ^bgZfbq_kdh]h� fhgblhjbg]Z� hldju\Z_lky� \� jZfdZo

fmevlbZ]_glguo� kbkl_f�� :]_glu� �� wlh� ijh]jZffgu_� fh^meb�� gZdZieb\Zxsb_� bgnhjfZpbx� h[

mkljhckl\_�� \� dhlhjhf� hgb� mklZgh\e_gu�� :]_glu� ojZgyl� wlm� bgnhjfZpbx� \� ki_pbZevghc� [Za_

^Zgguo�b��ih�f_j_�g_h[oh^bfhklb��i_j_^Zxl�__�mijZ\eyxsbf�h[t_dlZf�k�ihfhsvx�ijhlhdheZ

mijZ\e_gby�� Wlb� [Zau� ^Zgguo� kh^_j`Zl� k\_^_gby� b� mijZ\eyxsmx� bgnhjfZpbx� ^ey� dZ`^h]h

mkljhckl\Z� kbkl_fu�� :]_glu� [_jml� bgnhjfZpbx� ba� wlbo� [Za�� kh\_jrZxl� gZ� hkgh\_� wlhc

bgnhjfZpbb�ij_^ibkZggu_�^_ckl\by�b��\hafh`gh��aZibku\Zxl�j_amevlZlu�k\hbo�^_ckl\bc�\�l_

`_�[Zau��<�jheb�lZdbo�[Za�fh]ml�\uklmiZlv��gZijbf_j��;ZaZ�>Zgguo�MijZ\eyxs_c�BgnhjfZpbb

(MIB - Management Information Base��\�kemqZ_�bkihevah\Zgby�ijhlhdheZ�SNMP (Simple Network
Management Protocol��� =jmiiZ� DMTF (Distributed Management Task Force�� jZajZ[hlZeZ� h[smx

bgnhjfZpbhggmx�fh^_ev�CIM (Common Information Model���iha\heyxsmx�hlh[jZ`Zlv�nhjfZlu

CMIP (Common Management Information Protocol), COM (Component Object Model), CORBA
(Common Object Request Broker Architecture), SMNP� b� ^jm]b_� \� ijhba\hevguc� nbjf_gguc

nhjfZl� ^Zgguo�� qlh� iha\hey_l� bgl_]jbjh\Zlv� [Zau� ^Zgguo� jZaguo� nhjfZlh\� \� h^ghc� kbkl_f_

mijZ\e_gby�

<� gZklhys__� \j_fy� ihemq_gu� j_amevlZlu� >��� �@�� iha\heyxsb_� k^_eZlv� aZdexq_gb_� h

\hafh`ghklb� kha^Zgby� g_cjhk_l_\hc� kbkl_fu�� dhlhjZy� fh`_l�� dZd� kZfhklhyl_evgh� \uy\eylv

ZlZdb�gZ�bgnhjfZpbhggh�l_e_dhffmgbdZpbhggu_�kbkl_fu�� lZd� b� kem`blv� kj_^kl\hf� dhgljhey

nmgdpbhgbjh\Zgby�dhff_jq_kdbo�bgl_]jbjh\Zgguo�kbkl_f�mijZ\e_gby.



Ebl_jZlmjZ

1. Dhjg__\� <�<��� FZkZeh\bq� :�B��� KZ\_ev_\Z� ?�<��� RZrZ_\� :�?�� JZkihagZ\Zgb_

ijh]jZffguo� fh^me_c� b� h[gZjm`_gb_� g_kZgdpbhgbjh\Zgguo� ^_ckl\bc� k

ijbf_g_gb_f�ZiiZjZlZ�g_cjhk_l_c��BgnhjfZpbhggu_�l_ogheh]bb������������

2. Dhjg__\�<�<���KZ`bg�K�<��Kbkl_fZ�dhgljhey�aZ�nmgdpbhgbjh\Zgb_f�dhfivxl_jh\

b� dhfivxl_jguo� k_l_c� gZ� hkgh\_� ijbf_g_gby� g_cjhgguo� k_l_c�

G_cjhdhfivxl_ju��jZajZ[hldZ�b�ijbf_g_gb_�����������


